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REQUEST FOR PROPOSAL [RFP]

FOR

' P ROC U RE'I,TE NT, I i,l P L EI,IE NTATI O N AN D I,IAI NTE N AN C E

OF

MOBILE APPLICATION SECURTTY (MAS) SOLUTION

FOR

CANARA AAOBILE BANKING APP

IN

IOS AND ANDROID PLATFORT,I

lssued by: Canara Bank,
Procurement Group, 1tt Floor,
DIT Wing, Naveen Complex,
14, l G Road, Bengaluru .560 001
Phone No - 080- 25590070,25584873
Email ld - hoditapm@canaraba,nk.com

Canara Bank, DIT Wing, HO - RFP 2012019'20 dated 19lO3l2OzO Page 1 of 66



fiqnil6 Canara Bank

A.

1.g!EHEqUE
sl.
No.

Description Details

1 RFP No. and Date RFP 20/2019-20 dated 1910312020

2. Name of the Wing Department of Information Technotogy

3. Brief Description of the RFP
Procurement, lmptementation and Maintenance
of lvtAS (lJlAS) sotution for Canara Mobite Banking
App For Android and iOS platform

4.
Bank's Address for
Communication

Deputy General Manager
Canara Bank, AP&M Group,
lst Ftoor, DIT Wing,
Naveen Complex, 14 MG Road,
Beneaturu -560 001

Senior Manager,
Procurement Group
Tet - 080-25590070, 2558487 3
Fax- 080-25596539
Emait : hoditapm@canarabank. com

5. Date of lssue of RFP 1910312020, Thursday

6.
Tender Fee
(Non-refundable)

Rs.11,800 ( including 18% GST)

7
Earnest Money Deposit
(Refundable)

Rs.5,00,000/-

8.
Performance Bank
Guarantee/Bid Security

10% of Total Order Vatue

9.
Purchase Preference PolicY
(lrtSE, Startup, fttake in
lndla)

are as Per (except
order is not divisibte. Hence, Bank wilt not split
the

10.
Last Date and Time for
Submission of Bids

, upto PM

Venue: Canara Bank, First Ftoor, DIT Wing,
HO (Annex), Naveen ComPtex,
14 M G Road,

560001

11.

Date, Time & Venue lor
opening of Part A-
Conformlty to Eli$bllltY
Criteria.

at
Venue: Canara Bank, Second Ftoor, Conference

Hatt,
DIT Wing-HO (Annex), Naveen Comptex,
14MG 560001

12.
Date and time for opening of
Technlcal Bid Part'B I
Commercial Bid Part-C

Witt be intimated at a tater date.

13.
Pre-bid lrteetlng Date &
Time

Pre-Bid ng witl be hetd on 2710317020,
Friday at 3.30 pm
V.enue: Canara Bank, Second Ftoor, Conference

Hat[,
DIT Wing-HO (Annex), Naveen Comptex,
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14MG Road, Bengaturu 560001.
o Pre Bid queries shoutd be submitted as per

Appendix-D.
Pre-Bid Queries to E-mait
hoditaom@canarabank.com must reach us on or
before 2610312020, Thursday at 3.00pm. Subject
of the email shoutd be given as "Pre Bld Querles
for RFP 2012019-20 dated 1910312020".
Queries reaching after 3.00pm on 26103/2020 witt
not be entertained.

14. Other Details

1. The bidders must futfit the Pre'Quatification
criteria for being etigibte to bid.

2. Subsequent changes made based on the
suggestions and ctarifications as Per pre'bid
meeting shatl be deemed to be part of the
RFP document and shatl be uploaded on the
Bank's corporate website
http: / /canarabank. com /enctish /announceme
nts/tenders.

3. No suggestions or queries shatt be entertained
after pre-bid meeting.

the same as mentioned above.

Any amendments, modifications,
uploaded in the

be sent to the bidders.

Pre Bid repties & any communication etc. witt be
Bank's (i.e.

No individual communication

downtoaded from fottowing website
htto: / /canarabank.com/enelish/announcements/tende.rs and

@liiuaoo. ln that event, the bidders should pay thgTender
i of DD drawn on any Scheduted Commercial Bank for

the above mentioned amount in favour of Canara Bank, payabte at Bengaturu and submit

website onty
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The information contained in this Request for Proposal (..RFp,') document or information
provided subsequently to bidders or applicants whether verbatty or in documentary form by
or on behalf of Canara Bank (or Bank), is provided to the bidder(s) on the terms and
conditions set out in this RFP document and atl other terms and conditions subject to which
such information is prwided. This RFP document is not an agreement and is not an offer or
invitation by Canara Bank to any parties other than the appticants who are quatified to
submit the bids (hereinafter individualty and cotlectivety referred to as .,bidder,' or
"Bidders" respectively). The purpose of this RFP is to provide the Bidders with information
to assist the formutation of their proposals. This RFp does not claim to contain att the
information each Bidder requires. Each Bldder may conduct its own independent
investigations and anatysis and is free to check the accuracy, retiabitity and compieteness
of the information in this RFP. canara Bank makes no representation or warranty-and shall
incur no liability under any [aw, statute, rutes or regulations as to the accuracy, re]iabitity
or compteteness of this RFP, The information contained in the RFp document is setective
and is subject to updating, expansion, revision and amendment, lt does not purport to
contain all the information that a Bidder requires. Canara Bank does not undertake to
provide any Bidder with access to any addltionat information or to update the information
in the RFP document or to correct any lnaccuracies therein, which may become apparent.

birydr il6 Canara Bank

discretion to change, modify, add to or alter any or aU of
or the bldding process, wlthout assigning any reasons
witl be pubtished on the Banks Website

and it witl become part and

Canara Bank reserves the right of
the provisions of this RFP and/
whatsoever. Such change

parcel of RFP.

Canara Bank in its absolute discretion, but without being under any obtigation to do so,
update, amend or supptement the information in this RFP. Canara Bank reserves the right
to reject any or a[[ the Request for Proposals received in response to this RFP document at
any stage without assigning any reason whatsoever. The decision of Canara Bank shatt be
final, conctusive and binding on att the parties.
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2. Abbreviations:

1. Arl C Annual Maintenance Contract

2. MAS Mobite Apptication Security

3. ATS Annual Technical Support

4. I'IG Bank Guarantee

5. BOM Bitt of Materiat

6. ccF Credit Conversion Factor

7, CVA Credit Vatue Adjustment

8. DC Data Center

9. DD Demand Draft

10. DIT Department of lnformation Technotogy

11. DPD Days Past Due

12. DR Disaster Recovery

13. DSB Department of Supervision by Bank

14. EAD Exposure at Defautt

15. ECL Expected Credit Los

16. ECR Error Correction Model

17. EDW Enterprise Data Warehouse

18. EIR Effective lnterest Rate

19. EMI Equated Monthty lnstatments

20. EMD Earnest Money Deposit

21. FIFO First ln First Out

22. FIRB Foundation lnternal Rating Based Approach

23. FVOCI Fair Vatue through Other Comprehensive Income

24. FVTPL Fair Vatue through Profit and Loss account

25. GDP Gross Domestic Product

26. GL General Ledger

27. GST Goods and Service Tax

7n HO Head Office

29 LAS Lending Automation System

30. LD Liquidated Damage

31. LGD Loss Given Defautt

32. LOB Line Of Business

33. LTV Loan To Vatue

34. tvtAF Manufacturer Authorisation Form

35. MCA Ministry of Corporate Affairs

36. MCLR Marginal Cost of Fund Based Lending Rate

37. MOC Memorandum of Change

38. MSE Micro and Smatl Enterprises

39. MSME Micro Smatl & Medium Enterprises
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40. MTBF Mean Time Between Faiture

41. MTM Mark to Market

42. MTTR Mean Time To Restore

43. NEFT National Etectronic Funds Transfer

44. Nl Act Negotiabte lnstruments Act

45. NPA Non-Performing Asset

46. NSIC National Smatl lndustries Corporation

47 oEA Origina[ Equipment Manufacturer

48. os Operating System

49. osD Original Software Devetoper

50. OSMOS Offsite Monitoring and Surveiltance

51. PD Probabitity of Defautt

52. PERT Project Execution and Review Technique

53. PIT Point in Time

54. RFP Request For Proposal flnteralia the term 'Tender' is also used]

55. RTGS Real Time Gross Setttement

56. RWA Risk Weighted Assets

57. SBU Strategic Business Unit

58. SEBI Securities and Exchange Board of lndia

59. 5AA Speciat Mention Accounts

60. UAT Users Acceptance Test

61. VAPT Vutnerabitity Assessment and Penetration Test
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SECTION A. BID DETAILS & ABBREVIATIONS

Clause
No.

Clause Description Clause
No.

Clause Description

1 Bid Schedute 2. Abbreviations

SECTION B . INTRODUCTION

1 About Canara Bank 7 lnfrastructure

2. Definitions 8. Requirement Details

3. About RFP 9 Scope of Work

4. Objective 10. Project Comptetion & Management

5. Etigibitity Criteria 11. Training

6. Participation Methodotogy

SECTION C - DELIVERABLE AND SERVICE LEVEL AGREE'{ENTS

1
Suppty, lmplementation &
Commissioning

9. Software, Drivers and Manuats

2. lntegration & lnterfaces 10. Warranty

3. Security 11.
Annual Maintenance Contract (AA C) /
Annual Technical Support (ATS)

4. Acceptance 12. Scope lnvotved During Warranty and ATS (if
contracted)

5. Uptime 13. Mean Time Between Faitures (MTBF)

6. Penatties/ Liquidated Damages 14. Subcontracting

7. Payment Terms 15. Defect Liabitity

8. Support

SECTION D. BID PROCESS

1 Ctarification to RFP & Pre-Bid queries 9. Software Version

2. Pre-Bid Meeting 10. Documentation

3 Amendment to Bidding Document 11. Cost & Currency

4. Bid System Offer 12. Erasures or Atterations
? Preparation of Bids 13. Assumptions/ Presumptions/Modif ication

6. Tender Fee 14. Submission of Bids

7
Earnest Money Deposit (EMD)/Bank
Guarantee ln Lieu Of EMD

15. Bid opening

8. Make & Modets

SECTION E. SELECTION OF BIDDER

1 Preliminary Scrutiny 5. Normatization of Bids

2. Ctarification of Offers 6. lntimation to Quatified/Successful Bidders

3. Evaluation of Bids 7. Correction of Error in Commerciat Bid

Canara Bank, DIT Wing, HO - RFP 20/2019-20 dated 1910312020 Page 7 of 66
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4. Bidders Presentation /Site
Visit/ Product Demonstration / POC

8. Determination of Ll price

SECTION F . OWNERSHIP & AWARDING OF CONTRACT

1 Bid Vatidity Period 7. Project Execution

2. Proposat Ownership 8.
Security Deposit / Performance Bank
Guarantee

3. Project Ownership 9 Execution of Agreement

4. Acceptance of Offer 10. Pricing

5. Award of Contract 11. Order Cancetlation/Termination of Contract

6. Effective Date

SECTION G. GENERAL CONDITIONS
1 General Order Terms 13. Confidentiatity and Non-Disctosure

2.
Rotes & Responsibitity during project
lmplementation

14. !ndemnity

B
Responsibitities of the Setected
Bidder

15. Force majeure

4. Human Resource Requirement 16. Responsibitities of the Bidder

5. Responsi bitity for compteteness 17. Corrupt and Fraudutent Practices

6. tnspection of Records 18. Adoption of lntegrity Pact

7. Negtigence 19. Amendments to the Purchase Order

8. Assignment 20. Amendments to the Agreement

9. Pubticity 21. Modification/Cancetlation of RFP

10. lnsurance 22. Sociat Media Poticy

11. Guarantees 23. Resotution of Disputes

12. lntettectuat Property Rights 24. Legal Disputes and Jurisdiction of the court

SECTION H. PURCHASE PREFERENCE

1 Micro & Sma[[ Enterprises 3.
Procurement through Locat Supptiers (Make
in lndia)

2. Startup

ANNEXURES ( To be submitted with Part A- Conformity to Eligibility Crtteria)

1 Bid Covering Letter

2. Etigibitity Criteria Dectaration

3. Bidder's Profite

4. Service Support Details

5
Track Record for Past lmptementation
Apptication in Android and iOS platform.

of Projects towards lilAS Solution for Mobite Banking

6.

ANNEXURES( To be submitted with Part'B -Technical Proposal)

7
Technicat Requirements for Procurement, !mptementation and Maintenance fvtA5 Sotution for
Mobite Banking Apptication in Android and iOS ptatform.

8.
Scope of Work for Procurement, lmptementation and Maintenance of ltlAS Sotution for Mobite
Banking Apptication in Android and iOS ptatform.
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9
Undertaking of Authenticity for Procurement, lmptementation and Maintenance lvlAS Sotution
for Mobite Banking Apptication in Android and iOS platform.

10. Comptiance Statement

11. Undertaking Letter

12. Escalation Matrix

13. Manufacturer Authorization Form

ANNEXURES (To be submitted with Part-C -Commercial Bid)
14. Bitt of Materiat

APPENDICES

A. lnstructions to be noted white preparinc/submittine Part A- Conformity to Eticibitity Criteria
B. lnstructions to be noted white preparing/submitting Part B- Technical Proposal

c. lnstruction to be noted while preparing/submitting Part C-Commerciat Bid

D. Format for Sending Prebid Queries.

E. Authorization Letter Format.

F Bank Guarantee Format for Earnest Money Deposit.

G. Proforma of Bank Guarantee for Contract Performance.

H. Format for Bank Guarantee for Advance Warranty Payment. (Not Appticabte)

Pre Contract lntegrity Pact

J Business Rules and Terms & Conditions of Reverse Auction. (Not Appticabte)

FOR {S (Purchase Preference)
FORIA PP-A Undertaking for Appticabitity of Purchase Preference Poticy

FORIA PP.B Setf-Dectaration of MSEs and Startups

FORIA PP.C Undertaking by Bidder towards Mandatory Minimum LC (Locat Content)

FORAA PP.D Certificate by Statutory Auditor of Bidder towards Mandatory Minimum LC

MeitY Form-l Affidavit of Setf Certification regarding Domestic Vatue Addition in an Etectronic
Product

DoT Form-l Setf-Certification regarding Local Content (LC) for Tetecom Product, Services or
Works

Canara Bank, DIT Mng, HO - RFP 20/2019'20 dated 1910312020 Page 9 of 66
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B. I
1 . About Canara Bank:

CANARA BANK, a body Corporate and a premier Pubtic Sector Bank established in the Year
1906 and nationalized under the Banking Companies (Acquisition and Transfer of
Undertakings) Act, 1970, having its Head offlce at'112, J C Road Bengaluru-56{XD2 and
among others, having DIT Offlce at Naveen Comptex, No.14, M G Road, Bengaluru-560fi)1.
The Bank is having pan lndia presence of more than 6,3q) branches, 21 Circle offices and
118 Regionat Offices situated across the States. The Bank is working on Core Banking
System using Flexcube sotution, The Bank is a forerunner ln imptementation of lT retated
products and services and continuously making effors to provide the state of art
technotogical products to its customers.

2. Definltions:

2,1.'Bank' means unless exctuded by and repugnant context or the meaning thereof,
shall mean'Canara Bank', dercribed in more detail in Ctause I above and which has
invited bids under this Request for Proposat and shatl be deemed to inctude its
successor and permitted assigns.

2.2.'RFP' means Request for Proposal for "Procurement, lmptementation and
,ilaintenance of l{AS Sotution for Canara Bank Moblte Banking App".

2.3.'Bidder' means a vendor submitting the propoEat in response to RFP.

2.4,'Sotution' means "Procurement, lmplementation and l aintenance of "Mobite
Appllcation Security (r{AS) Sotution for Mobile Banking Application in Android and iOS
platform." as per the Technical Specifications mentioned in this RFP.

2.5.'Contract' means the agre€ment signed by successfut bidder and the Bank at the
conclusion of bidding process, wherever required.

2.6.'Successfu[ Bidder'/ '11 bidder' means the Bidder who is found to be the lowest
bidder after conclusion of the bidding process, subject to comptlance to atl the
Terms and Conditions of the RFP, etc.

The Bank wish6 to procure end-to-end Sotution for implementing lrtAS Solution for Canara
Bank's Mobile Banking apptication for Android and IOS version from reputed vendors, ln
this connection, Bank invites seated offers ('Conformity to Etigibitity Criteria', 'Technicat
Proposat' and 'Commercial Bid') for prodding rilAS Sotution for Mobite Banking Application
in Android and iOS ptatform as per the Terms & Conditions, Technical Specifications and
Scope of Work descrlbed elsewhere in this document.

4. Obiective:

4.1,The objective of this RFP is to implement MAS Solution for Canara Bank's Mobite
Banking apptication for Android and IOS version to secure the application from
external threats affecting the Mobite App on Customer Device. The sotution should
act as a layer of defense and effectivety detect and prevent attack from making
changes to the app or stealing personal data. The solution shoutd atso have proactive
controls to prevent the application from tampering or modification.

4.2. The purpose of this RFP is to obtain competitive proposals for suppty of solution that
meet the Enhanced Access and Service Exceltence (EASE) comptiance requirements,
The I'iAS Sotution for Mobite Banking Apptication ln Android and iOS platform
deptoyed should meet the Technical & Functional Specifications (TFS) as per
Annexure-7. Any upgradation or modificatlon required by the Bank titt the time of
Go-Live and thereafter any upgradation/updates or modification required as per the

3

l I n
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requirement of RBI or IBA or FIU-IND or any regutator to be provided free of cost by
the vendor.

4.3.The proposed solution should be up-to-date and protect the App from existlng and
emerging threats and matwares on the Mobite device.

5. Elleibilitu Criterla:
5.1. A vendor submitting the proposal in response to this RFP sha[[ herelnafter be referred

to as 'Bidder' and RFP for "Procurement, lmptementation and Maintenance of Mobite
Apptication Security (tilAs) solution for Gnara Bank's ilobile Banking app in Android
and IOS platform in the Bank shat[ hereinafter be referred as "Solution".

5,2. lnterested Bidders, who can Suppty, lmptement and Support filAS sotution for Canara
Bank's ilobile Banking app in Android and IOS platform in Canara Bank and meeting
the Etigibitity Criteria as per Annexure-2 may respond.

5.3. Non-compliance to any of Etigibitity criteria would resutt in outright rejection of the
Bidder's proposal, The Bidder is expected to prwide proof for each of the points for
etigibitity evatuation. The proof provided must be in tine with the detaits mentioned
in "Documents to be submitted for Eligibitity Criteria Compliance". Any credential
detail mentioned in "Etlglbitity Criteria Compliance" and not accompanied by
relevant proof documents wiu not be considered for evaluatlon.

6. Participation lrlethgdolosv:

6.1.|n a tender either the authorized Bidder on behalf of the Principat/OEM/OSD or
Principat/OEM/OSD itrtf can bid but both cannot bid simultaneously for the same
item/product in the same tender.

6.2. lf a Bidder bids on behatf of the Principat/OEr\A/OSD, the same Bidder shatt not submit
a bid on behatf of another Principat/OEM/OSD in the same tender for the same
item /product/service.

6.3.|f any product of Principat/OEM/OSD is being quoted in the tender, the
Principat/OEM/OSD cannot bid for any other Principat's/OEJtil's/OSD's product in the
same tender.

ln the event of Authorized Deater being not able to perform the obligations as per
the provisions of the contract, the OE 

^/OsD/principal 
should assume comptete

responsibitlty on behalf of the Bidder for providing end-to-end sotution i.e.,
technology, personnet, financiat and any other lnfrastructure that woutd be required
to meet intent of this RFP at no additlonal cost to the bank. To this effect Bidder
shoutd proude a dealer/distributor certificate as per Annexure'l3.

7. lnfrastructure:
7,l. Canara Bank's mobite Banking App is being used by more than 40 takh customers.

The app is avaitabte in iOS and Android version. The major features of the app include
Touch pay with IMPS/RrGS/ NEFT, investment through Fixed Deposlts & recurring
deposits, Payment of EAAI Loans, Scheduting of Payments, Balance viewing and
statements , booking of ftight, bus tickets etc.

7.2. Bank witt provide Database (lf proposed sotution supports Oracle Database and same
witt be provided by bank as Bank is having ULA (Untimited License Agreement) for
Oracle database). Rest of the requirement to be supptled by the Bidder to make the
system live. Though Bank is provldlng the licenses for Databases i.e. Oracte, att
necessary support related to database has to be provided by the Bidder. Bidder
shoutd provide atl software pertaining to the solution. Bank witt not provide any
database OEm or other suPPort,
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7.3.The selected bidder has to provide Hardware sizing to run the proposed apptication
and other environmentat or retated software along with technical proposat. The
Hardware intended to be slzed by the bidder shoutd have the capabitity to receive
events generated by the solution embedded wlth Canara Bank's Mobite Banking
Apptication.

7.4. The successfut bidder must design the solution with high availabitity & secure
infrastructure in Data Centre and Disaster Recovery site as per lndustry accepted
security standards and best practices.

7.5.The Bank is not responsibte for any assumption made by the bidder with respect to
the sizing. ln the event the sizing proposed by the successful bidder does not meet
the performance / service tevets of the Bank, the successfut bidder witt at their cost
carry out the necessary upgrades / replacements. The Bank has the right to deduct
/ recover from the successful bldder the requlred addltional expensc which Bank
may incur on account of such upgrades / replacements.

8. Reouirement Details:

8.1. Bank invites sealed offers ('Conformity to Eligibitity Crlteria', 'Technical Proposat'
and 'Commerciat Bid') for Procurement, lmplementation and lilaintenance of MAS

Sotution for Mobite Banking Apptication in Android and iOS ptatform as per the Terms
& Conditions, Technicat Specifications and Scope of Work described elsewhere in this
dgcument. The brief description of r{AS Sotutlon for Android and iOS verslon of Mobite
Banklng App Solution is furnished in foltowing table:

Item Detalls

ilAS solutlon for Canara Bank's
iloblle Banklng App in Androld and
IOS platform narrated in Annexure-
7.

vlde llcense (unlimlted
llcenses for the solutlon)

to provlde the

Hardware, Software, Operatlng
Systems and other ltems

and
Software, Operatlng Systems

other ltems.
related to

hardware & software items to
be furnlshed in Annexure-

8.2. Detailed technicat specification for each of the above is furnished in Annexure'7'
Att the Hardware / Software ordered for Procurement, lhplementation and
Maintenance of ,{AS Sotutlon for Canara Mobile Banking App should have
comprehensive onsite warranty of Three (3) year & A ACIATS of Two (2) Years (if
contracted).

8,3.The requlrements of Bank under this RFP is not divisible. Hence, the purchase
preference towards sptitting the order for MSE Bidders is not applicable. However,
other guide(ines of itSE, ,rtake in lndia and Startup lndia as mentioned in Section-H
of this RFP are appticabte.

9. Scope of Work:

The Broad Scope of work shall include but not be timited as mentioned in Annexure-8.
The bldders are required to go through the complete RFP document thoroughty. The
obtlgation / responsibilities mentioned elsewhere in the document, if any, shalt be the
integral part of the scope.
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10. Prolect Comoletlon and litanarement

10.1. For smooth completion of poect, the Bidder shoutd identify one or two of its
representatives at Bengaturu as a single point of contact for the Bank.

10.2. Poect implementation team should be conversant with tocal rutes and conditions
to resolve the isues, if any.

11.IElEiEsi
1 1.1. Bidder has to provide OEM tralnlng ln 2 batches for 4 days (1.e. 2 days a batch). The

training shoutd be on the proposed Solution from OE 
^/OSD 

directty at Bangalore at
Bank's premises.

11.2. Bidder witt be responsibte to pro/ide trainings to the employees with respect to the
implemented system. The trainlng should include but not [imited to :

12.2.1 Hands on training on the integration of the app with SDK in Android and
iOS platform.

12,2.2 Operation and maintenance of the seruers used for the solution.
12.2.3 Generatlon of different reports form the apptication'
12.2.4 ldentification of a[[ response messages for each incident on the device'
12,2.5 Troubteshooting of incidents on the mobile device and servers and there

resotution.
12.2.6 The OEM shoutd provide the lab environment during the trainings, which

shoutd be similar to production environment designed for solution. The
Lab can be provided through VM hosted on cloud or a physical setup
located at OEM office. ln case the training location is in OEM office atl
the travet exPenses needs to be borne by the bidder'

12.3 Trainer shoutd be wel[ experienced and should provide hands on training to the
staff for the proposed sotutions.

12.4 Bidder has to provide User Manual and Technlcal Documentation both in hard and

soft copies to the Bank.

12.5 Bidder should provide similar training during the contract period at the same cost,
if required by the Bank.

12,6 The bidder along with OEM needs to make atl the arrangements required for the
training within 7 days of intimation by the Bank'
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c.

1.1. Bank shall provide the address and contact details for
hardware/software items for imptementation of lAoblle
Solutlon white ptacing the order.

1.2. Dellverv Schedule are as follows:

delivery of required
catlon Securlty

1.2.1. Supplv of Hardrf,are ltems & other ltems (lncludlnr OS): Within 7 weeks
from the date of acceptance of Purchase Order.

1.2.2. Suoolv of Software (SDK for intesatlon wlth the iloblle Aoo and
Within 3

tT

1

from the date of
acceptance of Purchase Order.

1.3. lnstallatlon Schedule:

@The bidder shoutd ensure
instaltation, configuration, lntegration and commissioning of the delivered
Hardware Appliance/ltems (including OS) at the bank branch/office within
2 weels from the date of delivery of att the mate-rials for each ordered
locations,

The bidder should
ensure that integration of the Mobite App with the software/ SDK within
Nlne (9) weeks from date of Suppty of Software/SDK for integration with
the Mobite App in coordination with the Banks' Team and Mobile
Apptication Development Vendor.

r.3.3.
the dellvered Software solutlon (for PortauDashboard): The successful
bidder should ensure instauatlon, configuration, lntegration and complete
implementation of the delivered Software sotution (for Portal/Dashboard)
at the bank branch/office within 3 weeks from lntegration of Software/SDK
with the Mobite App as per Clause 1.3.2.

2.lElEreg!@EJE@
2.1,The setected bidder has to work with the system integrator of our ilobile Banking

Appticatlon for lntegration of the app with the lilAs Sotution and testing the
functionality and security parameters.

2.2.The setected bidder has to work with different apptication vendors managing CBS,
Mobite and internet Banking Apptication, SOC, System and network administrators
managing the servers and network connectivity etc, in the Bank.

2.3.The selected bidder has to work with different teams of Bank & apptication OEM to
understand the security requlrement and prepare the configuration documentation
accordingly.

2.4.The proposed solution should have the capabitity to integrate with Security Operation
Center (SOC) and Enterprise Rlsk and Fraud Management ( EFR/vl) Sotution of the Bank,

2.5.The bldder must provlde required support for addition of serverc to PIM sotution.

1.3.1.

1.1.2.

Page 14 of 66

l'l

Canara Bank, DIT Wing, HO - RFP 20/2019-20 dated 19/03/2020



&-ffir*6 Canara Bank

3. Securiw:

3.1.The Bidder has to use standard procedures like hardening, dedicated configuration in
order to compty security standards including cyber security.

3.2.The Bank witl may provide remote session onty for exceptionat cases and are subjected
to approvats from concerned Authorities. The bidder needs to ensure competent
resources are deployed in the Bank to operations and maintenance of solution.

3.3.The Bank may conduct security audit in the proposed sotution after complete
implementation.

3.4.The Bidder has to do necessary changes in the configuration directed by security team
of the bank after security audits tike VAPT, Code Audit etc. without disturbing the
production and existing backed up copies.

3.5.Any kind of change like update, upgrades etc. ln the system after comptete installation
wi[[ not tead into any commerclat during contract tenure.

3.6. Bidder should take adequate security measures to ensure confidentiauty, integrity and
avaitability of the information.

3.7.Bidders are liable for not meeting the securiti standards or desired security aspects
of att the ICT resources as per Banks lTllnformation Security / Cyber Security poticy.

3.8,The setected bidder witt have to estabtish att the necessary
procedures/infrastructure/technology /personnel to ensure the lnformation System
Security as per the guidelines prescribed by RBI and the poucles of the Bank.

3.9.The bidder/ OElvl should ensure that no Personatty tdentifiable information of the app
user shoutd be transmitted to cloud for matware detection.

4. AcceDtance:

4.l,Bank witt evaluate the offered Sotution imptemented by the bidder, lf the Sotution
experiences no failures and functions according to the requirements of the RFp as
determlned by the Bank during the imptementation period, then the sotution witt be
accepted by the Bank and the project witl be considered as deemed slgned-off.

4.2.After the Solutlon has been accepted by the Bank, the Vendor may submit an invoice
for the Solution.

5. Uptlme:

5,1.The bidder shall guarantee a 24x7x365 availabil ity with monthly uptime of 99.00%
for the solution as specified in Annexure-7 and of Work, during the period of
the Contract and also during ATS, if contracted, which shatl be catcutated on monthly
basis.

5.2.The "Uptime" is, for catcutation purpo6es, equats to the Total contracted minutes in a
month less D,owntime. The "Downtime" is the time between the Time of Failure and
Time of Restoration Mthin the contracted minutes. "Failure" is the condition that
renders the Bank unabte to perform any of the defined functions on the Sotution.
"Restoration" is the condltion when the setected bldder demonstrates that the sotution
is in working order and the Bank acknowtedges the same,

5.3.|f the Bidder is not abte to attend the troubleshooting ca[[s on sotution working due to
closure of the office/non-avaitabitity of access to the sotution, the response
time/uptime wi[[ be taken from the opening of the office for the purpose of uptime
catcutation. The Bidder shalt provide the itonthty uptime ieports during the warranty
period and ATS period, if contracted.
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5.4.The Downtime calcutated shall not inctude any faiture due to bank, third party and
Force ly'tajeure.

5.5.The percentage uptime is calculated on monthty basis as fottows:

(Tota[ contracted minutes in a month - Downtime minutes within

,1@

5.6.Contracted minutes of a month = No. of days in that month x24x60.

6. Penalties/Liouidated Damaqes:

6.1. Penaltles/Llquidated damares for delav ln suoolv:

6.1.1. Non-comDliance of the Suoolv of Hardware ltems & other ltems
(includlne OS) as per clause 1 .2.1 witl resutt in imposlng penalty of 0.50%
by the Bank on delay in supply per week or part thereof plus GST on the
invoice vatue of (exclusive
of Taxes) as mentioned ln serlal number 7 of Tabte-A in Annexure''t4 (Brtt

of itateriat) location/office address wise.

6.1.2. Non-compliance of the
per clause 1.2.2 witt

result in the imposing penatty of 0.50% by the Bank on detay in suppty per
week or part thereof ptus GST on the invoice value of Enterprise license
for Mobite Apptication Security Sotution for Android and iOS version
(exctusive of Taxes) as mentioned in Tabte.B in Annexure'14 (Bil[ of
i ateriat) location/office address wise.

6.1.3, However, the totat Penalty/LD to be recovered under clause 6.1.1 & 6.1.2
shatt be restricted to 596 (Ptus GST) of the total vatue of the order
(exctusive of Taxes).

6.2. Penaltles/Llouldated damaees for delav in imDlementation:

6.2.1. Non-comptiance of the

1.3.1 wilt result in imposlng penatty of 0.50% the Bank
as per clause
, on delay in

lnstaltation per week or part thereof ptus GST on the invoice value of
(exctuslve of Taxes) Ef,I

mentioned in seria[ number 7 of Tabte-A in Annexure-l4 (Bitt of lAateriat)

6.2.2.

6.2.3.

locatlon/office address wise.

Since, the lntegration of Software/SDK with the Mobite App requires active
involvement of the Bank/ Mobite App devetopment Vendorc, the
implementation stage is exempted from penatty. However, the bidder
needs to work in coordination with the teams and provide atl support
required for integration of the app.

Non-compliance of the lnstattation, configuration, lntegration and

complete implementation of the delivered Software sotution (for
Portat/Dashboard) as per clause 1.3.3 witt result in imposing penalty of
0.50% by the Bank, on detay in lnstaltation, conflguration, lntegratlon and
complete implementatlon per week or part thereof plus GST on the invoice
value of Enterprise license for ltobile Apptication Security Solution for
Android and iOS version (exctuslve of Taxes) as mentioned in serial number
1 of Table-B in Annexure-14 (Bilt of lilateriat) location/office address wise.
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6.2.4. However, the total Penatty/LD to be recovered under clause 6.2.1 &,6.2.3
shatl be restricted to 1096 (ptus GST) of the total value of the order
(exctusive of Taxes).

6.3. Penalties/Liouidated damaces for onsite resources:

ln case replacements are not arranged, bank shatt pay onty the proportionate
amount of Resident resource charges during the particutar month. The Bank sha[[
atso impose a penatty of 0.5% (ptus GST) of the Resident resource charges payabte
to the Bidder for that quarter for each hour and part thereof of absence. However,
total penatty under this ctause witt be timited to 50% (ptus GST) of the total
charges payabte for Resident Resource charges for that quarter.

6. 4. Pena lties/Liquidated damaces for not mai ntal nlne upti me:

6.4.1. !f the bidder faits to maintain the guaranteed Uptime during Warranty and ATS
period (if contracted), the penatty for Uptime witt be deducted as under:

Level of
availability
calculated on
monthly basis

Penalty Amount

99.OM to 10096 No penatty
98.00% to 98.99% 0.10% on invoice Value* for every hour or part thereof.
97.OM to 97.9*6 0.2W6 on invoice Value* for every hour or part thereof.
97.00% to 97.99?6 0.30% on invoice Value* for every hour or part thereof.
96.00%to96.99% 0.40% on invoice Value* for every hour or part thereof.
95.0096 to 95.99% 0.50% on invoice Vatue* for every hour or oart thereof.
Less than 95.00% 1.00% on invoice Value* for every hour or oart thereof.

vatue of ATS as per
Tabte-B of Bitt of fitateriat.

6.4.2. The maximum penatty tevied shatl not be more than the 5% of Totat Order Vatue
(ptus GST) during warranty period and 50% of AA,IC/ATS amount payabte for one
year (ptus GST) during A /|C/ATS period.

6.5.
solution:

6.5.1. lf the Mobite Banking Application is down for a[[ the users and it is conctuded
that the outage is due to the sotution provided by the bidder penatty witt be
apptied as betow :

Level of availabllity
calculated on
monthly basis

Penalty Amount

{il to 15 mlns No penalty
15 mins to 60 mins 0.05% on invoice Value* for every hour or part thereof,
51 mins to 120 mins 0.10% on invoice Vatue* for every hour or part thereof,
121 mins to 180 mlns 0.15% on invoice Value* for every hour or part thereof,
181 mins to 240 mins 0.2V4 on invoice Vatue* for every hour or part thereof,
241 mins to 300 mins 0.25% on invoice Vatue* for every hour or part thereof.
Less than 300 mlns .30% on invoice Vatue'for every hour or part thereof.

excluding
Tabte-B of Bitt of Materiat.

6.5.2. The maximum penatty levied shatl not be more than the 5% of invoice vatue
(ptus GST) during warranty period and 50% of AA/IC/ATS amount payabte for one
year (ptus GST) during AA,IC/ATS period.

'lnvoice as per
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6.6.1f monthly uptime is less than 95%, the Bank shatt tevy penatty as above and shalt have
futt right to terminate the contract under this RFP or AI C/ATS, if contracted. The
right of termination shau be in addition to the penalty. The above penatty shatl be
deducted from any payments due to the bidder (inctuding AMC/ATS payments).

6,7.1f monthty uptime is tess than 95 in three consecutive months, bank may at its sole
discretion btacktist the bidder in addition to imposing penalty and invoking the Bank
Guarantee.

6.8, Penaltles/Liouidated Damares for non-oerformance: lf the specifications of the .RFP

are @! met by the bidder during various tests, the bidder shatt rectify the same at
bidderc cost to comply with the specifications immediately to ensure the committed
uptime, faiting which the Bank reseryes its right to invoke the Bank Guarantee.

6.8.1. The Bidder shall perform its obligations under the agreement entered into with
the Bank, in a professional manner,

6.8.2. lf any act or failure by the bidder under the agreement resutts in failure or
inoperability of systems and if the Bank has to take correctlve actions to ensure
functlonality of its property, the Bank reserves the right to impose penalty,
whlch may be equal to the cost it incuni or the loss it sr,ffers for such faitures.

6,8.3. lf the Bidder faits to comptete the due performance of the contract in
accordance with the specification and conditions of the offer document, the
Bank reserves the right either to cancel the order or to recover a suitabte
amount as deemed reasonabte as Penatty / Liguidated Damage for non-
performance.

6.8.4. Any financial loss to the Bank on account of fraud taking ptace due to Successful
Bldder, its employee or their services provider's negtigence shatl be
recoverable from the Successfut Bidder atong with damages if any with regard
to the Bank's reputation and goodwitt.

6.8.5. Bank may impose penatty to the extent of damage to its any equipment, if the
damage was due to the actlons directly attributabte to the staff of the Bidder.

6.8.6. The tiquidated damages/penalties shall be deducted / recovered by the Bank
from any money due or becoming due to the bidder under this purchase
contract or may be recovered by invoking of Bank Guarantees or otherwise
from bidder or from any other amount payable to the bidder in respect of other
Purchase Orders lssued under this contract, levying liquidated damages wlthout
prejudice to the Bank's right to tevy any other penalty where provided for
under the contract.

6.8.7. Alt the above LDs are lndependent of each other and are appticable separately
and concurrentty.

6.8.8, LD is not applicable for the reasons attributable to the Bank and Force Majeure.
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7. Pavment Terms:

The fottowing terms of payment shatl be appticabte to this contract and witt be reteased
after execution of Contract Agreement:

7.1.Payment schedute for Required Hardware for lvtAS sotution with required 05, License
and other Licenses witt be as under:

st.
No.

Payment Stage % of Payment

a.

Detivery of Required Hardware
for l{AS sotution with required OS

License and other Licenses as per
clause 1.2.1

50% of the lnvoice Vatue of these Hardware for
lrlAS sotution with required OS, Database
License and other Licenses

b.

lnstattation, Configuration,
lntegration and implementation
of Hardware Appliance/ltems
(inctuding OS License and other
Licenses) as Der clause 1.3.1

40%of the lnvoice Value of these Hardware for
lrlAS sotution with required OS License and
other Licenses

c.

After Completion of Warranty
Period and after deducting
appticabte penalties and
Liquidated Damages.
Or
On submission of a bank
guarantee equivatent to the
remaininq Davment

10% of the lnvoice Vatue of these Hardware for
lvlAS sotution with required OS License and
other Licenses

d.
Ar\tlC for Required Hardware for
lrtAS sotution with required OS

License and other Licenses
Quarterty in Arrears

7.2.Payment schedute for lvlASS Software solution wil,t be as under:

sl.
No.

Payment Stage % of Payment

a.
Delivery of l{AS software solution
as Der clause 1.2.2 40% of the lnvoice Vatue of l{AS sotution

b.

lnstatlation, Configuration,
lntegration, imptementation and
acceptance/sign off by the bank
for lvlAS Sotution as per clause
1.3.3

50% of the lnvoice Vatue of l{AS solution

c.

After comptetion of warranty
period and after deducting
appticabte penatties and
Liquidated damages.
Or
On submission of a bank
guarantee equivatent to the
remaining Davment.

10% of the lnvoice Value of the lvlAS software
sotution

d. ATS for lvtAS sotution

Quarterty in Arrears
Or
Yearty in Advance on submission of Bank
Guarantee of the equivalent payment
amount
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7.3.Payment schedule for lmplementation Charges, Training charges and Onsite resources

witt be as under:

sl.
No.

Payment Stage % of Payment

d. Training Charges 100% Training Charges wi[[ be paid on comptetion of
Training as per Ctause-l1 of Section -B of the RFP.

b. Onsite Resource Payment witt be quarterty basis in arrears after
appticable penatties and Liquidated damages.

deducting

7.4.Ptease note that Originats of invoices (ptus One Copy) reftecting GST, GSTIN, HSN
Code, State Code, State Name, Taxes & Duties, Proof of detivery duty signed by Bank
officials of the respective Branch/office and illanufacturer's / Supptier's Warranty
Certificate shoutd be submitted whil,e claiming payment in respect of orders ptaced.

7.5.Bank witl not pay any amount in advance.

7.6.The payments witl be reteased through NEFT / RTGS after deducting the appticabte
LD/Penatty, TDS if any, centratty by Head Office at Bengaturu and the Setected Bidder
has to provide necessary Bank Detaits like Account No., Bank's Name with Branch, |FSC
Code etc.

8. Supoort:

8.1.The Bidder has to provide complete support for end-to-end instattation,
imptementation and maintenance of the proposed sotution during contract period and
Bidder witl, be responsibte for attending comptaints, resotutions of comptaints, raising
cases with Tac support team in case the [oca[ support is not abte to sotve the issues.

8.2.Support shoutd inctude advising & hetping the Bank in imptementing security controts
on the mobite app for the risk advised by regutators/Govt. of lndia, sharing latest news
and advisories retated to mobite banking matwares and frauds, suggesting best
practices, hardening documents for lvtAS etc.

8.3.Support has to cover to sotve day to day issue white using the proposed solution in our
environment like resotving the issues retated to integration using SDK / portal with
Mobite App, test the app in UAT for new retease of the solution, coordination with
devetopment teams for performance retated issues, integration with SOC and EFRIrrt,

monitoring of incidents through dashboard and providing support in case a user is
facing accessibility issues white using the app on his mobile.

8.4.Bidder is responsibte for providing practicat sotution for resotution of the issues and
imptementation of the same to resotve the issue. lf the lssue requires OEAts technical
person's/ product devetoper etc. intervention, Bidder has to take up suitabitity with
the appropriate levet at OEM and obtain the sotution and implement it for resotution
of the issue. lf the analysis of the issue requires log submission, Bidder witt submit the
same for further anatysis in consuttation with the Bank.

8.5.The Bidder shoutd hetp Bank in resotving any security observations on the mobite
apptication as per the poticies and guidetines of the Bank.

8.6.Resources for monitoring shoutd be on boarded immediatety on comptetion of
imptementation and acceptance by the bank.

8.7.At least one resource from the OEA{ shoutd be avaitabte during implementation of the
project. Onsite support provided by the Bidder shoutd be wet[ trained by OEill and
shoutd have sufficient knowtedge and experience to manage the operations.
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8.8.One onsite resource shoutd be available after instatlation of the hardware for the
sotution.

8.8.1 The qualification of the onsite engineer shoutd inctude but not limited to the
fotlowing:

8.8.1.1 Onsite Support shoutd be at teast B. Tech in Electronics/
lTlcommunication field.

8.8.1.2 The rercurce shoutd be properly trained and possess a minimum of two
years' experience on the proposed sotution. Bidder has to quote onsite
resource charges in the bitt of materiat. The resource shoutd be on
payrolt of OEA{.

8.8.2 The roles of the onsite englneer should inctude but not limited to the fottowing:

8.8.2.1 The Sl has to provide one resident engineer for management and
monitoring of the solution. The resident engineer should be availabte
in the Bank during att Bank business hours (10 A ,l to 6 PM). He/she witt
atso be the Singte Point of Contact ( SPOC) on 2+7'365 basis. The
resldent engineer shoutd have a minimum experience of 3 years of
experience in implementation and management of similar sotution.
The rote includes but not limited to :

8.E,2,2 Coordination with Bank team and Mobite Banking apptication System
lntegrator for integration of the solution with the App.

8.8.2.3 Management and monitoring of the sotution.

8.8.2.4 Testing of the app for security features post integration.

8.8.2.5 Generation of custom reports as per schedute or as and when required
by the Bank.

8.8.2,6 Coordination with System Team for taking backups of configuration of
togs and configuration as and when informed by the Bank.

8,8.2.7 Escalation of issues to TAC support or devetopment team and tracking
the same titl there closure.

8.8.2.8 Responding to emaits and ca[[s on issues retated to the sotutlon from
Bank and Apptication Devetopment team.

9.1 The bidder shatt supply along with each item atl the related documents, Software
Licenses loaded in the Hardware items without any additionat cost. The documents
shatt be in Engtish. These wilt include but not restricted to User Manual, Operation
Manuat, Other Software and Drivers etc.

9.2 Alt retated documents, manuals, catatogues and information furnished by the bidder
shat[ become the property of the Bank.

ro.!!hEs!!gi
10.1.The Bidder warrants that the Software/Sotution witt be free of defects in

workmanship and materiats for a period of time consistent with industry standards
and the nature of the Software ("Warranty Period").

10.2.The Bidder has to provide comprehensive On-site replacement warranty for Three
(3) years.

10.3.The warranty wi[[ cover atl supplied components includes software and will start
after project acceptance & Signoff.
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11.

10.4.The software/hardware deployed for this project shatt be under Comprehensive
Onsite Warranty covering update of software, maintenance or support for its proper
operation, performance and output as specified ln the tender technical
specificatlons for a period of Three (3) years from the Date of Acceptance of the
Solution.

10.5,lf the Software/Solution does not perform in accordance with the Contract during
the Warranty Period, then the Bidder shatt take such steps as necessary to repaii
or replace the Software/Solution. Such waffanty service shall be provided at the
Vendor's expense and shau include at[ media, parts, tabour, freight and insurance
to and from the Department's site.

10.6. Warranty service may be provided by a third party, provided such third party is
authorized to perform warranty seMce by the Bidder or, if the Bidder is not the
Manufacturer, by the Manufacturer prior to the RFp ctosing date and time.

10.7.|f any defect in the Software/Sotution is not rectifled by the Bidder before the end
of the Warranty Period, the Warranty period shalt be extended untit, ln the opinion
of the Bank: a) the defect has been corrected; and b) the Software/Sotution
functions in accordance with the Contract for a reasonabte period of time.

10,8. Despite any other provision, the Bank, may return a defective Software/Sotution to
the Bidder within Slxty (60) days of detivery of the Software/Solutlon and the Bidder
sha[[ immediately provide fult exchange or refund. For the purpose of this section,
"defective Solution" includes, but is not Umited to: a) broken seats; b) missing
items; and c) Software that are not the most current version at the time of shipping.

l0.9.The Bidder shalt provide, after the warranty commences for att software/solution
components, telephone support to the Bank during Business Days for assistance with
the operation of the Software/Solution.

10.10.The bidder shatl be fulty responsibte for the manufacturer's warranty in respect
of proper design, quality and workmanship. Bidder must warrant aU'components,
accessories, spare parts etc. against any manufacturing defects during the wananty
period.

11.1.At the time of submission of bids, the Bidder has to quote A 
^C/ATS 

for Hardware
(inctuding OS), software, License ltems for Two (2) years after comptetion of Three
(3) years warranty period, in the commercial Bid separatety for comprehensive
maintenance contract,

11.2.The Bank, at its discretion may enter into Annuat ,rlaintenance Contract (A lC)/
Annual Technicat Support (ATS) of hardware, software, License supplled with the
bidder after completion of respective warranty periods.

ll.3.Support for maintenance of sotution (inctuding Hardware, Software, OS and
software ticense) supptied shoutd be availabte for a minimum period of Two (2)
years, covering alt parts, malntenance and support, after expiry of warranty period.

11.4.The Bank witl pay AI C/ATS charges for Sotution (inctuding hardware, software OS
and license) after the end of warranty period. Such payment sha]t be reteased
quarterty in arrearc after satisfactory completlon of service during the period and
submission of reports and invoices.

11.5, During the Warranty and A {C/ATS (if contracted) period, the Bidder should extend
On Site Servlce and Support whenever and wherever required. The scope of
Warranty and AMC (lf contracted) shatl inctude:
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11.5.1. Rectification of Bugs/defects lf any.

11.5.2. Ensuring uptime of 99.fi)%

, 1.5.3. Preventive Maintenance,

1 1. 5.4. It{aintenance of Hardware/Software/ License supptied.

11.6.|t may be noted that the Bank reserves the rlght to demand additionat performance
Bank Guarantee (as per Appendix-G) to the tune of 101[ of the value of the purchase
Order, if AAAC/ATS charges guoted by the bidder are abnormatly tow (i.e. A 4CIATS
Cost percentage per annum shoutd not be tess than 5% of the cost of Hardware,
software and License), The Bank has dircretion to consider such offer or for seeking
ctariflcation from the bidder to declde for consideratlon. This Bank Guarantee wi[[
be towards contractuat/A C/ATS obligations of the bidder. Bldder shalt quote the
charges of Ar\lClATS as per the Bilt of rilaterial (Annexure-14). This Bank guarantee
shalt be submitted within 15 days from the date of acceptance of the order which
shatt cover warranty and A\ACIATS period with a ctaim period of 3 months. The
bldder has to submlt this Bank guarantee in addition to the Security Deposit/Bank
Guarantee as specifled in ctause 8 of Section-F. The setected bidder shatt be
responsible for extending the vatidity date and claim period of the Bank guarantees
as and when it is due, on account of incomptetion of the project and warranty
period.

12. Scooe lnvolved Durinq Warrantv and ATS Period (if contracted)
During the period of contract up to comptetion of Warranty and atso during Annuat
Technical Support (if contracted), the bidder shatt do the following:

12.1.During the period of contract upto completion of Warranty and atso during Annuat
Technica[ Support [if contracted], the bidder should inform Bank about al[
retease/version change of patches/ upgrades/ updates of hardware/software/ OS/
middleware etc, as and when reteased by the setected bidder/OSD.

12.2.|f any software, License and Hardware updates provided by the OSD as free of co6t,
it shoutd be provided and installed & configured by the setected bidder free of cost
to the Bank during Warranty and AA{C support [f contracted].

12.3.Any corruption in the software/License/Hardware shatt be rectified during the futt
period of the contract including Warranty and AMC/ATs, if contracted, at no extra
cost to the Bank.

12.4.The vendor shatl make avaitabitity of spare parts/services, components etc. as and
when required, and complete maintenance of the software and hardware during
warranty period and A {C/ATS (if contracted).

12.5.The support shall be given ln person onty,

12,6.Onty ticensed copies of software shall be supptied. The bidder shatl grant an
irrevocable perpetual [icense to the Bank to use the software, Further, aU software
supptied shalt be of tatest version.

l2.7.The bidder shatt provide centralized complaint booking/todging facitity to the bank
and the dash board, if avaitabte, shatl be prorlded to the Bank. The method of
booklng complaints shall be E-mait, To]t-free no, on tine portal, web, etc.

12.8. Escalation matrix shoutd be provided for support, technical, project etc.

13. Mean Time Between Fallures (,{TBF)

lf during the warranty period and AivtC period If contracted], any hardware and/or
software items faits on three or more occasions in a quarter, such hardware items shall
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be reptaced by equlvalent / superior new hardware items by the bidder at no additionat
cost to the Bank.

14. Subcontractin(

The selected vendor shatl not subcontract or permlt anyone other than its personnel to
perform any of the work, servlce or other performance required of the vendor under the
contract without the prior written consent of the Bank.

15.

ln case any of the supplies and equipment delivered under the Contract are found to be
defective as to material and workmanship and / or not in accordance with the
requirement, and/or do not achieve the guaranteed performance as specified herein,
within the warranty and AlrilC period (if contracted) of the contract, the Bldder shatt
forthwith replace/make good such defective suppties at no extra cost to the bank without
prejudlce to other remedies as may be available to the bank as per RFP terms.
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D.BID PROCESS

The above mentioned clauses are part and parcel of the RFP. Bidders are requested to refer
at the fottowing website for the above mentioned ctauses
https: / /canarabank.com/enclish/announcements/important-rfptender-documents-of-dit-
wine/.

1 Ctarification to RFP & Pre-Bid queries 9. Software Version

2. Pre-Bid Meeting 10. Documentation

3. Amendment to Bidding Document 11. Cost & Currency

4. Bid System Offer 12. Erasures or Atterations

5. Preparation of Bids 13. Assumptions/ Presumptions /Modif
ication

6. Tender Fee 14. Submission of Bids

7
Earnest Money Deposit (EIvtD)/Bank
Guarantee ln Lieu Of Er![D

15. Bid opening

8. Make & Models
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2. Clarlflcation of Offers:

2.l.During the process of scrutiny, evaluation and comparison of offerc, the Bank may, at
its discretion, seek ctarifications from atl the bidders/any of the bidders on the offer
made by them. The bidder has to respond to the bank and submit the retevant proof
/supporting documents required against clarifications, if appticabte. The request for
such ctarifications and the Bidders response witt necessarily be in writing and it should
be submitted within the tlme frame stiputated by the Bank.

il6 Canara Bank

1. Preliminarv Scrutinv:

3.3. Part B.Technlcal Prooosal:

3.3.1.The Part B-Technicat Proposal of onty those bidders who quatified in Part A-
Conformity to Etigibitity Criteria, will be opened with due communication by
the Bank. The Part B- Tgchnicat Proposal submitted by the bidder witt be
evaluated based on documents submitted as per Aooendix-B The proof of
documents should be submltted as per Appendix-B and it witt be evatuated by
the Bank and Bank wilt seek clarification, if required

3.3.2.The Technical Evaluation witt be for Technica] and Functional requirement as
per Annexure-7 and Annexure-8 (scope of RFP).

3.3.3. Against each of the specificatlons under Solution Specifications, there is a
Bidder's response cotumn (BR) where the bidder

1.1,The Bank wilt scrutinize the Bid/s received to determine whether they are comptete
in atl respects as per the requirement of RFP, whether the documents have been
property signed, whether items are offered as per RFP requirements and whether
technlcat documentation as required to evatuate the offer has been submitted.

1.2.Prior to detaited evaluation, the Bank will determine the substantiat responsiveness
of each Bid to the bidding document. Substantiat responsiveness means that the bld
conforms to atl terms and conditions, scope of work and technical specifications and
bidding document is submitted without any deviations.

2,2.The Bank may, at its discretion, waive any minor non-conformity or any minor
irregutarity in the offer. Bank's decision with regard to ,minor non-conformity, is final
and the waiver shatt be binding on a[[ the bidders and the Bank reseryes the right for
such waivers.

submitted as per Appendix-A of RFP. The proof of documents shoutd be submitted as
per Appendix-A and it will be evaluated by the Bank and Bank witt seek clariflcation,
if required.

E.

3. Evaluation of Bid:

3.1.The Bank wllt evatuate the bid submitted by the bidders under this RFp. The Bid witt
be evatuated by a Committee of officers of the Bank. lf warranted, the Bank may
engage the servlces of external consultants for evatuation of the bid. lt is Banks
discretion to decide at the relevant point of time.

3.2. Part A- Conformity to Etigibitity Criteria
submitted by the bidder witl be evaluated based on Annexure-2 and on the documents

has 2 options viz., Comptied
(C) and Not Comptied (NC) to indicate thelr resPonse
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3.3.4. Bank wilt also award the marks on the basis of Annexure 7 relating to scoring
sheet for bidder evaluatlon. Bidder has to score minimum 90% mark in the
evaluation.

3.3.5,At the sole discretion and determination of the Bank, the Bank may add any
other retevant criteria for evaluatlng the proposals received in response to this
RFP.

3.3.6.The decision of Bank in this regard shatl be finat and no correspondence sha[[
be entertained.

4. Bidders Presentatlon /Slte Visits / Product Demonstratlon/Poc:

on the features and
Part A-Conformity to

4.1.The Bank reserves the right to call for a presentation
functionalities from those Bidders who have qualified in
Ell$blllty Criteria.

4.2.As a Part of Technical Evatuation based on the technical bids submitted by the Bidders,
Bank at its dlscretion may catl the Bidders for conducting POC (Proof of Concept) of
the Sotution proposed by them. This exercise wi[[ be undertaken before opening of the
Commercial Bids of the Bidders whose Part B-Technicat proposats has been opened.

4.3.The Bank at its discretion catl for providing of Proof of Concept (PoC) of proposed
solutlon at the locatlon, which is ldentified by the Bank. The
Proof of Concept (PoC) witl be conducted as per Appendlx-K.

4,4. Resutts of the Proof of Concept (PoC) witl be evatuated and the effectiveness of the
sotution witl be derived upon.

4.5.Untess there is a delay from the Bank for conducting the pOC, the same needs to be
completed in 30 days from the data of lnitiating the POC. The right to extend or reduce
the period is solely at the discretion of the Bank.

4.6.Bidders are further required to be in preparedness to demonstrate the proposed
so-tution by arranging for product watk-through at their own instattations/principats/
R&D tabs duly meeting the specific requirements/issues raised by the Bank.

evatuation criteria for product demonstrations shatt be entirety at the
of the Bank. The decision of Bank in this regard shall be finat and in this

4.7.setting of
discretion
regard, no shall be entertained.

The Part C-Commerciat Bid of onty those bldders who qualified in
wil[ be opened with due communication by the Bank. The

Eld submitted by the bidder witl be evatuated based on Bit[ of materiat submitted by
the Bidder.

5. Normalizatlon of Blds

5.1.The Bank may go through a process of technical evatuation and normatization of the
bids to the extent possibte and feasibte to ensure that, shortlisted bldders are more
or less on the same technical ground. After the normalization process, if the Bank
feels that, any of the Bids needs to be normalized and that such normatization has a

4.8.The infrastructure for conducting the FOC i.e hostlng the pOC setup on ctoud or for
servers in datacenter is at the discretion of the Bank. The bldders should be readiness
to demonstrate the proposed solution in any of the rtup.

4,9.A1[ expenses incurred in connection with the above shatt be borne by the bidder.
However, Bank will bear the travelting, boarding and todging expenses retated to its
own personnet and lts Consultants, if any.

4.10. Part C-Commerclal Bld:
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bearing on the price bids; the Bank may at its discretion requ6t alt the technicalty
shortlisted bidders to re-submit the technical and Commerclal Bids once again for
scrutiny. The resubmissions can be requested by the Bank in the foltowing manner;

5.1.1. lncremental bid submlssion in part of the requested clarification by the Bank

OR
5,1 .2. Revlsed submissions of the entire bid in the whole

5,2.The Bank can repeat this normalization process at every stage of bid submission titt
Bank is satisfied. The shortlisted bidders agree that, they have no reservation or
objection to the normalization process and all the technlcatly shorttisted bidders Mtt,
by responding to this RFP, agree to participate in the normalizaHon process and extend
their co-operation to the Bank durlng this process.

5.3.The shortlisted bidders, by submitting the response to this RFP, agree to the process
and conditions of the normallzation process.

6. lntlmation to Ouallfied/Successful Bldders:

7. Correction of Error in Commercial Bld:

Bank reserves the right to correct any arithmeticat errors furnished in the Commerciat Bid.
lf any such errorc are noticed it wilt be rectified on the fottowing basis:

7.l.Bank may waive off any minor infirmity or non-conformity or irregularlty in a bid,
which does not constitute a materiat deviation.

7.2.1f there is discrepancy between the unit price and totat price (which is obtained by
muttiptying the unit price by the quantity), the unit price shatt prevall and the totat
price shal[ be corrected accordingty.

7.3.1f there is dlscrepancy between percentage and amount, the amount catculated on
percentage basis wltt prevait.

7.4.1f there is discrepancy in the total arrived at Bitt of illaterial (addition, subtraction,
multiplication, divlsion and carryover of amount from one page to another), correct
totat witt be arrived by the Bank and the same witl prevait over the totat furnished in
the Bilt of }laterial

7.5,1f there is a discrepancy between words and figures, the rate/ amount in words sha[[
prevait, unless the amount expressed in words is related to an arithmetical error in
which case, the amount in figures wllt prevait, subject to the above two provisions.

7.6.|f the bidder does not accept the correction of errors, the bid witt be rejected.

8. Determination of Ll Prlce:

The Bank wilt prepare a list of quatified bidders at each stage on the basis of evatuation of
Part A-Conformity to Etiglbility Criteria, Part - B Technical Proposal and part C-Commercial
Bid. The names of quatified bidders at each stage woutd be announced on the Notice
Board/Bank's website (i.e, www.canarabank.com). Commercial Bids of onty technicat
quatified bidders shatt be opened. Finat tist of the bidders (Ll, L2, L3.... etc,,) witt be
announced as indicated above. No separate intimation witl be sent to successful Bidder.

8.1.11 Price will be determined after giving effect to arithmetical correction, if any.

8.2.The L-l bidder witt be determined on the basis of the lowest price quoted in the
Commercial bid.

8.3.However, the Bank does not blnd itsetf to accept the lowest or any Bid and reserves
the right to reject any or atl bids at any point of time prior to the order without
assignlng any reasons whatsoever.
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8.4.The bank reseryes the right to re-tender without assigning any reasons whatsoever,
The bank sha[] not incur any tiability to the affected bidder(s) on account of such
rejection. Bank shatl not be obtiged to inform the affected bidder(s) of the grounds
for the Bank's rejection.

8.5 The Bank reseryes the right to modify any terms, conditions and specificatiohs of the
RFP and Bank reserves the right to obtain revised price bids from the bldders with
regard to change in RFP clauses. The Bank reserves the rlght to accept any bid in
whote or in part.
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F. Ownership & Awardins of Contract

The above mentioned ctauses are part and parcel of the RFP. Bidders are requested to referat the fottowing website for the above mentioned ctauses
https.J/canarabank.com/eneUsh/announcemer!ts/important-rfptender-documents-of-dit-
wins/.

1 Bid Vatidity Period 7. Project Execution

2. Proposal ownership 8. Security Deposit / Performance Bank

3. Project ownership 9. Execution of Agreement
4. Acceptance of offer 10. Pricing

5. Award of Contract 11. Order Cance[lation/Termination
Contract

of

6. Effective Date
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G. GENERAL COIIDIT|ONS

The above mentioned clauses are part and parcel of the RFP. Bidders are requested to referat the fotlowing website for the above mentioned ctauses
httDsi/ /canarabank.com/enetish/announcements/important-rfotender-documents-of-dit-
wine/.

1 Generat Order Terms 1 3. Confidential,ity and Non-Disctosure

2.
Rotes & Responsibitity during
proiect lmptementation 14. lndemnity

3.
Responsibilities of the Setected
Bidder 15. Force majeure

4. Human Resource Requirement 16. Responsibitities of the Bidder

5.
Responsibitity for
completeness 17. Corrupt and Fraudutent Practices

6. lnspection of Records 18. Adoption of lntegrity Pact

7 Negtigence 19. Amendments to the Purchase Order

8. Assignment 20. Amendments to the Agreement

9 Pubticity 21. Modification/Cancettation of RFP

10. lnsurance 22. Social Media Poticy
11. Guarantees 23. Resotution of disputes

12. lntettectual Property Rights 24. Legal Disputes and Jurisdiction of the
court
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1 Micro & Smalt Enterprises 3.
Procurement through Loca[ Suppliers
(Make in lndia)

2. Startup

The above mentioned ctauses are part and parcel of the RFP. Bidders are requested to referat the foltowing website for' the above mentioned ctauses
https: / /canarabank.com/enelish/announcements/important-rfptender-documents-of-dit-
wine/.

}lanager

Itn
lrl

L
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Note: The followlng Sectlons, Annexures, Forms and Formats are uploaded in Bank's
website under URL:
rfDtender.documents-of-dlt-wine. Bidders are requested to submit applicable
Annexures, Forms and Formats by downloadlng from the above mentioned
website.

Sections

Section D BlD PROCESS

Section F OWNERSHIP & AWARDING OF CONTRACT

Section G GENERAL CONDITIONS

Section H PURCHASE PREFERENCE

Annexures

Annexure-1 Bid Covering Letter
Annexure-3 Bidder's Profite
Annexure-4 Service Support Detaits

Annexure-5 Track Record of Past lmptementation of projects

Annexure-6 Non-Disctosure Agreement
Annexure-9 of Authenticity
Annexure-10 Comptiance Statement
Annexure-1 1 Undertaking Letter
Annexure-12 Escatation Matrix
Forms (Purchase Preference)
Form PP-A Undertaking for Appticabitity of Purchase Preference

Poticy

Form PP-B Setf-Dectaration of MSEs and Startups
Form PP-C Undertaking by Bidder towards Mandatory Minimum

LC

Form PP-D Certificate by Statutory Auditor of Bidder towards
Mandatory Minimum LC

MeitY Form - 1 Affidavit of Setf Certification regarding Domestic
Vatue Addition in an Electronic Product

DoT Form - 1 Setf-Certification regarding Locat Content (LC) for
Tetecom Product, Services or Works

Bid Formats

Appendix D Format for Sending Prebid Queries.
Appendix E Authorization Letter Format.
Bank Guarantee Formats

Appendix-F Bank Guarantee Format for Earnest Money Deposit.
Appendix G Proforma of Bank Guarantee for Contract

Performance.

Appendix H Format for Bank Guarantee for Advance Warranty
Payment. (Not Appticabte)

Pre Contract Integrity Pact
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Appendix I Pre Contract lntegrity Pact.

Reverse Auction Formats (Not Applicable)
Appendix J Business Rutes and Terms and Conditions of Reverse

Auction.

Appendix J (1) e Appendix J(3) Format to be submitted before commencement of
Reverse Auction.

Appendix J(2) Format to be submitted after Reverse Auction by Ll
vendor.

Other Format

Appendix-K Location Detaits.
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Annexure-2

Eliqibi liW Criteria Declaration

The Deputy General Manager
Canara Bank
Procurement Group - DIT Mng
HO: BENGALURU

SUB: RFP for Procurement, lmplementatlon and }laintenance of ltrtoblle Applicatlon Security (A{AS)
solution for Canara iloblle Banking App for Androld and iOS platform.

Ref: Your RFP 20t2019-20 dated 19t03t2020

We havecarefully gone through the contents of the above referred RFP and furnish the followlng
informatlon relatlng to Ellglbi lity Criteria.

sl.
No.

Eligiblllty Criteria Documents to be submitted for
Eligibility Crlteria Compliance

Bidder's
Response and
Documents
Submltted

zo
tr
=F
tr
arlzo
L,

a) The Bidder shoutd be a
partnership firm registered
under LLP Act, 2008/lndian
Partnership Act, 1932 or
Company in lndia as per
lndian Companies Act, 1956
or lndian Companies Act,
2013 and must have in
existence for 3 years as on
RFP date.

Bidder has to submit
Copy of Certificate of LLP registration.
(oR)
Copy of Certificate of lncorporation and
Certificate of Commencement of
business in case of Pubtic Limited
Company
(oR)
Certificate of lncorporation in case of
Private Limited Company, issued by the
Registrar of Companies.

ovto

b) Bidder shatt be the Original
Equipment Manufacturer
(OEM)/Originat Software
Devetopers (OSD)/ Originat
Software Owner (OSO) of the
Solution

(oR)
An authorized deater

!f the appticant is a OEM/OSD/OSO, an
Undertaking Letter has to submitted in
this effect.

lf the bidder is an Authorised Deater, an
Authorisation letter from their OEM &
OSD/OSO to deal/market their product
in lndia and it should be vatid for a
minimum period of 6 years from the
date of submission of the,Bid.

vtJ
=<tJz
z
lr

c) The Bidder shoutd have
minimum average turnover
of Rs. 10.00 Crores for the
[ast three financial years
(i.e. 2016-17, 2017 -18 and
2018-19) from lndian
Operations. This must be
the individuat company
turnover and not of any
group of companies.

Bidder has to submit Audited Batance
Sheet for tast 3 Years (i.e. 2016-17,
2017-18 and 2018-19).
AND
Bidder must produce a certificate
from the Company's Chartered
Accountant to this effect.

The documents certified by Chartered
Accountants shoutd mandatorily
contain Unique Document
ldentification Number.
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d) The Bidder shoutd have
Positive Net Worth as on
31t03t2019.

The Bidder must produce a
certificate from the Company's
Chartered Accountant to this
effect.

The documents certified by
Chartered Accountants shoutd
mandatority contain Unique
Document ldentification Number.

lrl
IJzl!
d,
lrJ
o,xlrl
c
lrJo
e6

e) The proposed MAS sotution
shoutd have been imptemented
(Not necessarity by the Bidder)
in at least One Scheduted
Commerciat Bank/ BFSI Sector
in lndia or abroad as on the date
of RFP.

The Bidder has to provide order
copy/reference Letter duty
mentioning the sotution name to
this effect.

f) The applicant shall have
support office in Bengaturu
and in any metro cities for
24x7 support.

The Bidder has to provide their
existing service center
infrastructure detaits tike locat
Contact Person Name, Address,
Phone No, Mobite No, Email etc.,
no of engineers and jurisdiction of
the engineer.

s) Bidder shoutd have valid ISO
9000/9001 or ISO/IEC 27001
certification for lT retated
activities.

Bidder should submit copy of the
ISO 9000/9001 or ISO/IEC 77001
Certificate.

We confirm that the informatlon furnished above is true and correct. We also note that, if there
are any inconslstencies in the information furnished above, the bld is liable for rejection. All
documentary evidence / certificates conflrming compliance to Eligibility Criterla stroutO be part
of Eli$bility bid.

Date Signature with seal
Name :

Designation :
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Annexure-7

SUB: RFP for Procurement, lmplementation and l{aintenance of trtobile Application Security
(MAS) solutlon for Canara Mobile Banking App for Androld and iOS platform.

Ref: Your RFP 20t2019-20 dated 19to3t2020

Note:
i. lf the Bidder feets that certain features offered are superior to what has been specified by

the Bank, it shatt be hightighted separately. lnformation regarding any modification required
in the proposed sotution to meet the intent of the specifications and state-of-the-art
technotogy shatt be provided. However, the Bank reseryes the right to adopt the modifications
/ superior features suggested/offered.

ii. The Bidder shat[ provide atl other required equipments and/or services, whether or not
expticitty mentioned in this RFP, to ensure the intent of specification, completeness,
operabi [ity, mai ntai nabitity and upgradabi tity.
The selected bidder shall own the responsibitity to demonstrate that the services offered are
as Per the specification/performance stiputated in this RFP and as committed by the bidder
either at site or in bidder's work site without any extra cost to the Bank.

A.

sl.
No. TECHNTCAL REQUTRET ENTS

Bidder's
Compliance

ffES/NO)
1 !NFRASTRUCTURE

1 1
Bidder to provide detaits of the infrastructure, hardware, software,
power suppty, storage and connectivity detaits.

1.2. to provide the technical escalation matrix

1.3. Bidder to provide documents pertaining to the audit
fottowed by them.

process being

1.4.

guarantee uptime
99%of minimum from the date of commencement of the proposed

sotution ptanned

a

shutdown wt not be considered fortt

2.

2.1.

Access to the system by Bank as wetl as p@
by way of User-ld & Password and shoutd support the bank current
poticy & systems for Access controt and shoutd be abte to integrate
seamtess with any ldentity access management sotution procured in
future.

2.2. monitoring and management shoutd have
Access Controls (RBAC) .

The apptication used for
provisions for Role Based

3. oTHER REQUTREI ENTS

3.1.

Bidder to provide detaits of impte
appropriate experience in simitar projects.
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4. sYSTEI,l SUPPORT

4.1.

For Dashboard:
The offered solution should have support for the fottowing ctient side
features:
1. Operating Systems: Windows 10 and above.
2. lnternet Browsers: a) lE 9, 10, 11and above.

b) Googte Chrome Version 51 and above.
c) Mozitta Firefox version 47 and above.

3. Java Runtime Environment 6u31 and above

B. SOLUTION REQUIREMENTS:

st.
No. Mobite App Protection Features

Requirem
ent

Specificati
on

Compti
ance

(Yes/N
o)

1
The sotution shatl detect for
devices.

rooted Android or jaitbroken iOS mobite Must Have

2.
The solution shalt detect for mobile apptication repackaging and should

features and binary protection.preferabty have
Must Have

R

The solution should have the abitity to provide@
binding the device's unique identity to the customer. This capabitity wi[t
prevent mobite app and its data from being copied onto and run on another
device.

Must Have

4. secure cannot be ona
device.

Must Have

5.
The device fingerprint shoutd be unique and shoutd be created ustng multipte
etements from the mobi te device and software

Must Have

6. The sotution shoutd protect the mobile app
attacks.

against static and runtime Must Have

7
to protect

apptication against attacks such as code tamperi r9, code injection and code
modification.

Must Have

E
The sotution shoutd perform fite system integrity checks to detect
backdoors and rootkits.

Good to
Have

9. Must Have
10. Must Have

11. The sotution should
activities such as key

have device integrity check to detect maticious
detection

Must Have

12.
for and

to detect if transaction is happening from
access toots on customer device.

Terminat Emulator or remote
Must Have

13.
protect against common screen Must Have

14. protect nst Must Have

15. The sotution shoutd provide a secure keyboard to the Mobite Banking App Good to
Have

16. The sotution shatl protect mobite apptication against screen mirroring.
Must Have
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1 7.
The solution shatt protect the data stored by the Mobil,e App tocatty on the
device through strong encryption mechanism.

Must Have

18.
The sotution shoutd act as an intrusion prevention system to prevent the
app against threats.

Must Have

19. The solution sha[[ prevent man in the middte attacks. Must Have

20.

The sotution shatt protect static code and app binaries through code
obfuscation.The sotution shatl include but not limited to the fottowing code
obfuscation mechanism:

- ctass renaming and randomization
- method renaming and randomization
- namespace ftattening
- debug information removal
- java annotation removal
- code shuffting
-encryption of strings and constants in the code.

Good to
Have

21.
The sotution shatl provide unique response / message lD options upon
detection of each threat such as shutting down the mobite App, generating
cattback, providing threat type and severity.

Must have

22. The sotution shoutd have the feature to provide threat response through
customizabte features such as Atert, disabte, bypass or quit the app

Good to
Have

23.
The sotution shatl provide option for the mobite apptication to handte the
threats via catlbacks or unique status codes so as to generate aterts in the
aoptication aeainst the threats.

Must have

24. The sotution shoutd have one touch bypass capacity for continuity of
operations in case of faiture of the sotution.

Must Have

25.
The solution should detect if the network connection (wifi or cettular) is
compromised in any way for Rogue network or access point, MiTM attacks,
etc

Must have

26.

The sotution should use strong cryptographic protocots and atgorithms such
for asymmetric/ symmetric encryption (AES 256 and above), integrity (SHA
256 and above), key exchange etc. to be used for data at rest (i.e. on the
device) and in motion.

Must have

27
The cryptographic modutes or protocots used in the sotution shoutd be
vatidated by agencies such as NIST ( FIPS 140-Z) or comparable agencies.

Good to
have

28. The entire sotution including hardware and software should be lPv6
compatibte.

Must Have

29
The sotution shoutd support both native ptatforms such as Appte iOS and
Googte Android as wetl as mobite apptication devetopment frameworks
such as Cordova etc.

Must Have

30.
Abitity to provide SMS Steater Detection capabitity against matwares that
are trying to spy/steal data from customer SMS.

Must Have

MALWARE DETECTION

31. The sotution shoutd be abte to detect matwares and maticious apps instatted
on the mobite device.

Must have

32. The matware detection capabitities shoutd be real time and shoutd not
resutt in stowness or performance impact on the apptication.

Must Have

33. The solution shoutd have the abitity to detect Remote Administration Tools
( RAT ) avaitabte on the [oca[ device.

Must Have

34.
The matware detection should happen through software integrated with the
app or through communication with AV detection engine hosted in Bank's
Datacenter.

Must have
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35.
The bidder should ensure that the tatest matware signatures are updated
on the solution inteerated with the aoo.

Must have

36.
The bidder should send advisory to Bank on the threats related to Mobite
Application, there threat impact, risk score and prepare ptans to mitigate
the threats.

Good to
have

37
The malware detection capabitities shoutd have the provision for detection
durinq start up as wett as runtime.

Must Have

38.
The run time detection capabitity should be configurabte with the provision
to btock the app or notifv the user.

Must Have

39
The matware engine shoutd not send any information from the mobile
device to the cloud for detection.

Must Have

lvtanagement and Reports

40. Shoutd provide a web based module for monitoring and reporting with
configurabte user rotes based upon the privitege of the user.

Must Have

41. Sotution shoutd provide a management portal for tracking and reporting on
incidents happeninq of the mobile device.

Must have

42.
The management and report porta[ of the sotution shoutd have the options to
generate standard and customized reports based upon common parameters
such as device OS, device finserprint. date etc.

Must Have

43.
The sotution shoutd be capabte of Auto generating reports and sending them
over mail disptaying the threat landscape at specified periods informed by
the Bank.

Good to
Have

44.
The sotution shoutd have the provision for centratized intettigence gathering,
security profite configuration, over the air updates to be sent to the mobile
device

Good to
Have

45.

The communication of the sotution embedded with the app to the server
used for management and monitoring shoutd be over a secure channet using
best encryption standards (such as SSL with TLS 1.2 encryption protocot or
above, AES 256 cipher mode etc.)

Must Have

HARDWARE AND SOFTWARE REQUilETAENTS

46.

The bidder has to provide atl the required hardware, software and ticenses
for the sotution. Only licensed software shoutd be used for the sotution. The
bidder witt be responsibte for any Upgradation/maintenance/patch
management for delivered hardware/software during contract period.

Must have

47. The System lntegrator shoutd provide the Enterprise licenses perpetual to
the Bank for att the software in the solution.

Must Have

48.

The selected bidder shoutd provide the necessary hardware, Operating
Systems, standard middteware if any, required for the imptementation of the
solution for both the locations Primary Site (DC) and DR. The bidder has to
keep into account the year on year anticipated growth in the customer base
while giving the sizing of the hardware and software/apptication. The sizing
shoutd be done in such a manner that the average utitization of server shoutd
not exceed more than 50% of its peak capacity

Must have

49.
The hardware sizing for UAT shoutd be 1/10th of the capacity and
shoutd provide a similar setup the production environment for testing ofFS

changes and user acceptance

Must Have

50.
The sotution proposed shoutd be provided with High avaitabi[iti lnTrirnary
Datacenter and a standby arrangement of same specifications shoutd be
availabte in Disaster Recovery center.

Must have

51. The sotution proposed shoutd be provided with Active-passive model at DR
site.

Must have
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52. The hardware shoutd be in a three-tier architecture comprising of Web,
Aoptication and Database Layer, which is in line with the poticy of the Bank.

Must have

53.
The sotution shoutd have the capabitity to maintain comprehensive Audit togs
of user access to defined resources.

Must have

54.
The sotution shoutd have the capability to maintain comprehensive Audit logs
for the events happening on the end device and captured by the SDK provided
for the sotution.

Must have

55.

The hardware sizing of the sotution shoutd be done such that at teast three
months of togs received in the apptication are stored on the Box. The logs
after three months should be stored on the storage sotution provided by the
Bank.

Must have

56.

The System lntegrator needs to coordinate with Bank team for taking Backups
at regular intervats as per the backup poticy of the Bank. The Backup shoutd
inctude but not Limited to Application [ogs, configuration etc, The sotution
for backup wilt be provided by the Bank. Restoration of backup shoutd be
done at pre-defined intervats to check inteeritv of [oqs.

Must have

57.
Bidder needs to ensure that the vutnerabitities reported on the hardware,
firmware , OS, apptication and database by OEA,ls are mitigated through
apptication of patches or confiquration chanqe.

Must have

58.
The System lntegrator shoutd coordinate with Bank Team for restoration of
logs as and when required.

Must have

59.

Vutnerabitity assessment and Penetration test are conducted on the
apptication and hardware as per Poticy of the Bank. Any observations if
reported shoutd be mitigated within 15 days of reporting to the bidder. The
Bidder has to do necessary changes in the configuration directed by security
team of the bank without disturbing the production and existing backed up
copies.

Must have

60.

ln case of comptetion of the contract, if the sotution is entrusted to a new
vendor the 5l shoutd hetp Bank in migration of current database to the new
vendor setected at no additional cost. The Sl witl have to provide futl support
to the new vendor selected titt the successful implementation of the portal
(titt portat qoes tive) at no additional cost.

Must have

Server and Solution Administration

61.

For every retease/ upgrade of the component of the sotution, the System
lntegrator shatl share ctean reports of security assessment such as Code Audit
and Penetration testing with the Bank.
Bank witl atso conduct App security tests on the lntegrated App. Any security
retated observation reported on the App needs to be anatyzed and mitigated
by the bidder.

Must have

62.
The Bidder has to use standard procedures like
configuration in order to comply with gtobat security
configuration documents shared by the Bank.

hardening, dedicated
standards and secure

Must have

63.

Usage of Webex / remote connectivity toots is restricted. The bidder needs
to ensure that competent resources are avaitabte onsite for proper
monitoring and management of the sotution. Remote sessions can be provided
as an exception based upon approvats from management.

Must have

64.

Any kind of change like update, upgrades in the license procured by the Bank
etc. in the system after comptete instatlation witt not tead into any
commerciat during contract tenure.

Must have

65.
Bidder shoutd take adequate security measures to ensure confidentiality,
integrity and avaitabitity of the information.

Must have
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66. The bidder/ OE\rt should ensure that no Personatly ldentifiabte information of
the stored our forwarded by the solution.

Must have

67.

As per Bank's poticy remote session like Team Viewer, WeEEx etc are
prohibited. The bidder needs to ensure that the competent resources are
ptaced at ctient tocation for any kind of instattation, bug fixing, update and
upgrade in entire project tenure. Bank may provide remote access in case of
exceptions requiring TAC I offsite support based on approvats from
management. The bidder witl have to arrange for resources in case the
remote access is denied by Approving authoritv.

Must have

OTHER FEATURES
68. There should be in sync between DC and DR. Must Have

69. Authentication ( if Any ) from the sotution shoutd
vendor using http protocol.

support any SMS gateway
Must Have

70.

The sotution shatl provide the option for quick initial checks to facititate
faster apptication launch and option to background futl fite system scanning
once the apptication is started. Must Have

71.
The Sotution shoutd support at[ leading and
Windows and muttipte ftavors of UNIX on the server side and database serveri
inctuding Oracte, SQL Server and DB2.

Must Have

72.

OEM must a that at
gtobat frauds and feeds from sources across financiat institutions, credit and
debit card issuers, health care firms, internet service providers, wiretess
providers, high-tech companies and government and law enforcement

Must Have

73
/ suggest measures to

on the native app to prevent them from being exptoited from and
frauds.

Must Have

74. prevention
mechanism for new threats and mobile and cross Must Have

75.
events to support as

when requi red. The bidder shoutd provide complete support during the Must have

76.
During imptementation the bidder shoutd
development teams and prepare acceptable
latency ) for the sotution.

coordinate with Apptication
performance benchmark ( ex Must Have

77 The sotution shoutd come with
interface for integration.

exhaustive documentation and provide an easy
Must Have

78.
Proposed Sotution should have the cap
operation center (soc), Privitege ldentity Management ( plM ) and Enterprise
Risk and Fraud Management ( EFRM ) Sotution of the bank.

Must Have
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c

st.
No.

Requirements
Bidder's
Compliance
ffeVNo)

1 Application Security:
1.1 At[ users should be authenticated before access is provided.
1.2. Apptication should enforce minimum password leneth of 8 characters.
1.3. Password expiry shoutd be set.

1.4. Password history shoutd be maintained. The last 3 passwords shoutd not be usabte.

1.5. Account lockout feature shoutd be configured.
1.6. Web based apptications shoutd compty with security standards including OWASP.
1.7. Time stamping of at[ activities
1.8. When writing log data, the apptication shoutd avoid writinq sensitive data to log fites.
2. Operating System Security
2.1. Defautt accounts shoutd be disabted.
2.2. Al[ users shoutd have a unique user-id. There should be no sharinq of user accounts.
2.3. Operating System shoutd enforce minimum password leneth of 8 characters.
2.4. Account lockout feature shoutd be enabted.
2.5. The Operating System shoutd force a new user to change the password at first loqon.

2.6.

Operating System shoutd enforce password comptexity with the fottowing
characteristics
a) Password shoutd not contain any portion of user-id
b) Password shoutd have a combination of upper-case and lower-case atphabets,

numerats and special characters.
2.7. Support access through PIM sotution
3. Database Securitv:
3.1. At[ users shoutd be authenticated before providing access.
3.2. There should not be anv account with default oassword or with no oassword.
3.3 At[ users should have a unique user-id. There shoutd be no sharine of accounts
3.4. The defautt user profile shoutd be modified to enforce account ooticv settincs.
3.5. The database shoutd enforce minimum password leneth of 8 characters
3.6. Password history shoutd be maintained.
3.7. Account lockout feature should be enabled.
3.8. Password expiry should be set.

3.9.
lntegrity of data in concurrent user mode should be designed in the database
through record tocking or two-phase tocking / commit features

3.1 0. Logging shoutd be enabted for security retated events
4. Hardware Requirements at Data Centre

4.1. Entire Hardware required at Data Centre, for imptementing the illAS sotution, shatl be
procured, deptoyed and maintained by the Bidder.

4.2.

The proposed configuration of Hardware sha[[ cover CPU, main memory required,
storage requirement, auto-backup, dual systems for fautt free operations, devices, etc.
which takes into consideration the present and future votume estimates, current
technotogy, and path for upgrade/growth. Duat system redundancies shoutd be buitt in
the proposed hardware to ensure the desired performance needs considering the load
on the system in terms of transaction votumes, estimated number of users, etc.The
bidder shatl be responsibte for providing hardware and software for backup/redundancy
purposes atso.

4.3. Deptoy atl Hardware and Software to handte the present and future estimates of volume
of data and transactions for a period of 5 years.

4.4. Deployment of logging at OS/network level and monitorinq the same.

.:#,
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4.5. Servers, Workstations and network hosts shoutd be updated with latest patches, latest
security updates whenever reteased.

4.6.
Att the instalted OS software/firmware must be of stabte version and atl recommended
patches shoutd be instatted by the Successful Bidder and the same to be submitted to
the bank on monthty basis.

5. Access Control

5.1.
Apptication shoutd enforce an authorization mechanism that provides access to
sensitive data and functionatity only to suitabty permitted users.

5.2.
The rote-based access controts shoutd be enforced at the database [eve[ as wetl as at
the application interface.

5.3.
Authorization check shoutd be fottowed post successfut authentication and atl attempts
to obtain access without proper authorization shoutd be logged.

Note:

a. The above requirements mentioned in Annexure-7-A & Annexure-7-C are mandatory. Non-
comptiance to any of the Functional Requirements functional mentioned in Annexure-7-A &
Annexure-7-C witt lead to disquatification of the Bidder/s.

b. Att the "must have" requirement mentioned under Annexure-7 (B) are mandatory and Non-
comptiance to any of the "must have" Functional Requirements mentioned in Annexure-7(B) witt
lead to disquatification of the Bidder/s. Att the Functional Requirements carry one marks each.

c. Bank witt be atso conduct a POC as per the Appendix-K. tf Bidder is not abte to
demonstrate/showcase "Must Have" features during the POC as mentioned in Appendix-K,
Bidder witl stand disqualified, even if Bidder has confirmed compliance as "FC" in Annexure-7.
lf Bidder is not abte to demonstrate/showcase "Good to Have" features during the POC, Bidder
witl be awarded zero (0) marks for the same, even if Bidder has confirmed comptiance as "FC"
in Annexure-7.

d. Att the good to have requirement mentioned under Annexure-7 (B) are desirabte, However,
Bidder has to compty with at teast 50% (4 out of 8) Functiona[ Requirements mentioned in
Annexure-7(B). Non-comptiance to minimum criteria of 50% witt tead to disquatification of the
Bidder.

Date Signature with seal
Name :

Designation :

Canara
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1

2.
3.
4.

Annexure-7(A)
Sizinq of Hardware includine Software/OS for DC & DRC

For Development Environment (in DC & DR):

For UAT Envlronment (in DC):

Sr.
No.

Sub
Compo
nents

Quantity
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Vrvt /
Appliance)
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Thin
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lng)
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g
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5.
6.
7
E.

DC (Should be in Active/Stand by) e DRC Site ( Standalone and in Sync DC Setup) - Bidder should
suggest the architecture in consultation with solution archltect along with justifications and
should provide reasonable hardware components as per the requirements.

The hardware/ software for UAT setup can be sized not less than 1110 of the production setup.
The bidder has to ensure that the hardware provlded is appropriate for proper testing of the
application.

ln case proposed database is Oracle then, Bank wlll provide the License. !f Database is other than
Oracle, Licenses to be provlded by Bldder. Bidder has to quote the same in the Bill of lrtaterlal.
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&qnil6 Canara Bank

The hardware/ software for UAT setup can be sized not less than 1l1O of the production setup.
The bidder has to ensure that the hardware provlded is appropriate for proper testing of the
application.

Date: Signature with Seal:
Name:
Designation:
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SUB: RFP for Procurement, lmplementatlon and l alntenance of ,.lobile Appllcatlon
Securlty (rtlAS) solution for Canara Aloblle Eanklng App for Androld and IOS

Ref: Your RFP 2012019-20 dated 19/03/2020

The Scope of Work shatt include but not be limited to the following:

1. Bank has decided to procure }lAS solution to secure the mobite App on the customer's
derrice from threats availabte on their device. The solution should act as a layer of
defence and effectively detect and prevent attack from making changes to the app
or stealing personal data. The solution should atso have proactive controts to prevent
the application from tampering or modification.

2. Tabte 1: Deptoyment Locations in scope

3. The Solution shoutd be deptoyed in the Bank's DC & DRC Setup.

4. The solution deployment should be compliant with Bank's lS, lT and Cyber Security
policies, internal guidetines, regulatory requirements and country wide regulations
and laws from time to tlme.

5. The Bldder would be responslbte for suppty, instatlation, testing, commissioning,
complete implementation, configuring, Operation & Maintenance of the solutions,
warranty and At\ C of ticenses (hardware, software, middleware supptied) as part of
this RFP for a period of 5 years.

6, During the tenure of the contract, atl upgrades or requirements in hardware,
software, licensing, imptementation of upgrades/patches/version changes etc, due
to whatsoever reason inctuding but not timited to EOL or EOS, would be done by the
bidder without any additional cost to the bank.

7. Bidder to ensure that the end of sale is not declared by the respective OEMS for the
proposed Solution.

8. lf a sotution fails to meet the technical requirements of RFP during the
imptementation/before sign-off phase, Bank reserves the right to reject the solution
with no co6t to the Bank and recover all payments made for that sotution. However,
in such cases the bidder may offer atternate solution to the Bank which futfits
technical requirements of the RFP with no extra cost to the Bank.

9. lf during the contract period, the sotution is not performing as per specifications in
this RFP, bidder shalt upgrade/enhance the devices or place additional devices and
reconfigure the system without any extra cost to the bank titt the required
performance is achieved,

St, No. Coverage (Mdress) ,rlASS functionalities & serveB Storage

a Data Center Banqalore Yes in Active/Standby Yes

b. Disaster Recovery Centre
Yes in Standalone setup ( backup to
Data center Yes
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l0.lnitiat period of 8 weeks from PO acceptance date wi[[ be considered for delivery of
hardware, OS, lT GRC Sotution and other Licenses, The five years active tife of
sotutions wiu start from Sign-off /acceptance date for respective solution.

l l.As the tate sign-off of any sotution may impact the Warranty / Arrlc timetines under
back-to back agreements of Bidder with OEvl, they are advised to take care of the
same in thelr agreements with OE rls. The Bank will not consider any request for
adjustments in such cases and wi[ seek full five years active life of each sotution
with futt OEM support & services.

l2.Each sotution's initlal and future ticense requirements, infrastructure, storage
requirements and other information is captured in Annexure 7 (A) - Sizing.

13.The proposed I AS sotution should be integrated wlth existing backup sotution of the
bank (Microfocus data protector).

14.The utitization of resources should not cross 50% during the peak load during the
entire period of contract.

15, Bidder has to submlt benchmark report in this regard.

16.The services/ sotutions offered shoutd be modutar, scalable both horizontatty &
verticalty, and should be able to address Bank's requirements during the period of
contract and even beyond future license figures given.

17.Att the Hardware & Software supptied under this contract shoutd be lPV6 Ready,

18.The services / solutions offered shoutd not have any significant adverse impact on
the existing infrastructure/ business of the Bank neither during instaltation nor
during operation, There should be no service disruption as part of implementation
or any upgrades. Any such incident may attract penatties.

19.The seMces/ sotutions offered should not require any major functional changes to
the mobite App.

20. The integration of sotution shoutd have zero to minimal impact on the performance
of the solution.

21.The setected bidder shoutd provide detaits of resources consumed by the solution
such as lnternet Bandwidth consumed by the apptication, network requirements etc.
during the ptanning stage of implementation.

22.Att the devices, hardware, software, database, storage, [icenses, solutions and
services required at Bank's premises for deptoyment and operation of these sotutions
shatt be detivered by Bidder as part of this RFP.

23. Bldder has to mandatority compty with the specifications/requirement mentioned in
Annexure-7. Bidder has to provide their response in Annexure-7.

24.Atl sotutions proposed must have a post- sates OEi production/Enterprise category
support through estabtished service centres / offices preferabty within lndia.
Succes#ul bidder has to submit a copy of such support avaited by them to the Bank.

25.A robust documentation system ne€ds to be in place for all to understand the process
and their responsibitities.

Canara Bank, DIT Wing, HO - RFP 20/2019.20 dated 191O3t2020 Page 48 of 66



25.The Solution will have to be upgraded by the vendor free of cost any time in the
event of new scenarios or developing ftlAS Sotution for Mobite Banking Application in
Androld and iOS platform. /any changes/modification/new regutatory requirements
or reporting requirements which warrants the Bank's compliance during the contract
perid.

27. The bidders sha[[ also provide the foUowlng documents as part of the deliverab]es of
the project.

29.1 Originat manuats of atl proposed hardware/software/apptications.

29.2 Standard Operating Procedures lnstallation & Conflguration Documents

29.3 Network E Security Design Documents (witt be approved by the Bank)
Troubleshooting Ailanua[

29.4 Executive summary report for the project to the management

29.5 Functional and operational requirements

29.6 Project design/ptan

29.7 Product description

29.8 Guidance for best practices

29.9 lmplementation guidelines.

29.10 Business Continuity /archivat/purging /back up Policies/procedures

29.11 User acceptance test ptan

29.12 it any training materials

Once a year heatth check-up report by OEM. Atl the above documents (soft copy or hard
copy) shoutd be provlded by the Bidder, vetted by the bank, suggBtions incorporated by
Bidder and then provided to the Bank.

28. The seMces/ rclutions in scope shoutd be deslgned with adequate redundancy and fault
tolerance to meet the Business Continuity requirements of the Bank,

29. The Bidder should provide Help-tine and resolution on technicat issues without any
additionat cost.

30. The Bidder shall be responsible for patch updates of the deployed sotution to make it
compatible with the latest versions of Operatlng Systems, Browsers and other resources
necessary for access within the contract period without incurring any additionat cost for
the Bank.

31. The Bidder should provide the application audit/security audit certificate for the
product.

32. The Bidder shall be responsible for inctuding any change request by the Bank in the
solution offered at no additiona[ cost to the bank during the tenure of the cost.

33. Durlng the period of the contract, the Bidder may be required to carry out additionat
customization in existlng functionality of their software to meet the requirement of
Canara Bank which may arise out of changes for regulatory comptiance without any
additlonat cost.

34. The Bidder shoutd be able to provide any functionalities of the solution independentty
without dep€ndency on any other functionality. Bank may opt to start with one or few
functionalities but reserves the right to utitize a[[ functionatities at a tater stage at the
price quoted in the commerciat bid without any additional cost,

Canara Bank, DIT wing, HO - RFP 20/2019-20 dated 19t03t2020 Page 49 of 66



35. The Solution/System should broadly have the followlng functlonallfles/features:
35.1 The solution sha[[ protect iOS & Android Version of Canara Bank's Mobile

Banking appllcation.

35.2 The solution shall not require separate apptication to be instatted on
customer device in order to protect mobite application/web apptication.

35.3 The solutlon should protect the Mobile App from existing and emerging
threats in app tandscape.

35,4 The solution shatt provide binding mechanism to prevent attackers from
removing the protection mechanism from the mobile/web apptication.

35.5 The solution should consume minimal bandwidth and work in 3G/4G
networks,

35.6 The sotution should be abte to integrate seamlessly with Bank,s Mobite
Banking App with Zero to mlnimat lmpact to the user,

35.7 The sotution shat[ not viotate any Privacy regulation tike GDPR / Prospective
Data Protection Bitl / any other such regulation released by the Government
or the regutator.

35.8 The selected bidder/ OEM should atso suggest measures to be imptemented
on the native app to prevent them from being exploited from matwares and
frauds.

35.9

35.10 The selected bidder has to implement suitable security configuration to
meet the security requirement released from authorlties such as RBl, CSITE,
Cert-in, NPCI etc.

35.11 The sotution shoutd meet the requirements with Bank's policies and
guidelines.

35.12 The bidder and OEIr/l must coordinate with att stakeholders Banks and vendor
teams during all phases of imptementation i.e. Preparation of ptan,
defining the security policies to be implemented, development, testing and
operation of the solution

35.13 lmplementation requirements: For the purpose of imptementation, the
foltowing points shoutd be noted:

35.13.1 The solution, service, hardware, software, and atl other necessary
items would be provided by the Bidder.

35.13.2 The imptementation shoutd be done by quatified resource who is on
the OE rl payrott.

35.13.3

35.13.4

35.13.5

The Bank will on]y provide facilities/space to host the devices.

Passlve Cabling to make the sotution workable at DC and DRC shatt be
under biddeCs scope.

No additional payment apart from the fina[ tender bid value witt be
processed/released by the Bank to the Bidder under any
circumstances.

35.14 Att Software / Databars deptoyed as part of sotution at Bank under scope
of this RFP should be licensed one with back-to-back support contracts from
respectlve OEMS,

I
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35.15 The ticenses shoutd be in the name of Canara Bank or specificatty purchased
for bank with Bank's name mentioned in ticense & copies of these shoutd
be submitted to Bank.

35.16 Bidder shoutd supply products as specified, and Services which inctudes
lmplementation, lntegration, management, maintenance, audit comptiance
and knowledge transfer in respect of their sotutions as detaited in the'
subsequent sections.

35.17 The OEJII shoutd be imptementing the solution. However, Bidder wilt be hetd
accountable for OEM'S inaction and penatty charges would be tevied as per
the SLA terms to Bidder.

35.18 The Bidder would be responsible for updates, patches, bug fixes, version
upgrades for the entire infrastructure during the period of the contract,
warranty and AA{C. The OEilt support for major upgrades if required shoutd
be factored in project cost.

35.19 ln addition to Operations futanagement of their own sotutions, the on-site
team wi[ be responsible for closure of findings of VAPT and SCD review
conducted by the Bank on under tying assets of these sotutions.

35.20 Att the observations/vutnerabitities reported in the component of the
solution shoutd be reported at the eaetiest but not more than .15 days from
the date of such reporting. The observation/ vulnerabitities shoutd be
prioritized on the basis of severlty and its lmpact to the organization.

35.21 The Bidder shoutd keep on improving the poticies configured on an on-going
basis for each solution.

35,22 Periodic heatth check shoutd be carried out by on-site team every quarter
to ensure the quality of imptementation and operations wlth at least yearly
onge by OEM itself apart from the day-to-day real time monitoring of CpU
utilization, database activities, OS etc.

35.23 Bidder would be responsibte for att technicat support to maintain the
required uptime.

35.24 The Bidder would be the singte point of contact.

35.25 The Bidder shoutd have necessary agreement with the OEM for att the
required onsite support for entire project period.

35.26 Bidder should have back-to-back support with OEi/t during the total contract
period for necessary support on 24x7x365 basis.

35.27 The OEM is expected to submit the yearty heatth check report for sotution
deployment at the Bank before yearty pay-outs by Bank to Bidder.

35.28 Bank may request Bidders to conduct pOC of solution. Bidder has to adhere
to agreed Service Levet Agreements (Sl-A) and periodic monitoring and
reporting requirements of the Bank.

35.29 The project may be subjected to audit from Bank and/or third party and/or
regutatory body. lt shatt be responsibitity of the Bidder to co-opeiate and
provide necessary information and support to the auditors. The tjidder must
ensure that the audit observations are closed on top priority and to the
satisfaction of the Bank, regulator and its appointed auaitors

35.30 The setected bidder should provide the necessary reports on periodic
intervals or as per bank's requirements on an ongoing basis wiihin the
contract period.
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36. Sizing and scope of work for the solution:

36.1 Each sotution's initial and future license requirements, infrastructure,
storage requirements and other information is captured in Annexure 7
(A)- Slzing.

36.2 The Sizing of each Solution shoutd be done by the bidder to meet' requirement of the bank for the next 5 years.

36.3 The Active tife period of 5 years is expected for each solution therefore
the future load increase should atrc be factored in Sizing the Sotution
component.

36.4 The Bldder shall ensure that any additionat hardware/ software/
network equipment required to operationatize the respective solutions/
devices must be provlsioned by the Bldder white proposing the Solutions
to the Bank and their details shoutd be given in the technical and
commercial bil[ of materiat.

36.5 lf the same is not ensured, the Bidder shatl be responsibte to provide
such hardware/ software/ networking equipment free of cost to the
bank at the time of implementation.

36.6 The Bank may ask the Bidder to provide catcutations/ logic arrived at
the sizing for alt apptiances/ hardware as part of the response

37. Audlt Trall:

The system should provide for adequate audit trail including tog reports for att the
activities and any changes in conflguration, information/data changes, updatlons etc.

38. Data Transfer and ,{lgratlon:

After the end of the contract period, the Bidder should help Bank in migration of current
database to the new vendor setected at no additional cost. The Bidder wilt have to provide
futt support to the new vendor selected titl the successfut imptementation of the so]ution
at no additional cost.

39. Securlty F

1 Data Encrvptlon: The s,ystem shall support a minimum of 128 bit encryption for
sensitive data, and informatlon while in transfer & rest and conform to retevant
guidelines wherever applicabte.

2 Prevention of Unauthorlzed access: The system shall integrate with bank's
existing access control mechanisms - Prlvlteged ldentity ftlanagement solution and
Active Directory.

40. Customizatlon flexlbility and scalablllty:

The system shatl be scalabte and shatt permit expansion of both the capacity and
functionatity either with the existing configuration or through the addition of items,
details of which shatt be furnished by Canara Bank. The system shalt incorporate the
necessary requirements to meet the scope and requirements as stated.

41. Compliances:

1 The Biddefs solution must compty with guidelines of RBI/ MeitY/PCl or any other
guidetines of GOI or any regulatory authorities in respect of lT Governance, Risk
and comptiance lssued from time to time,

Data captured in the sotution should not be stored outside the Bank,s Network.2

42. Operatlonal Support:
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The responsibitities of the setected Bidder inctude, but not timited to the fottowing:

I Onsite Support at bank's premises.

2 Support for a[[ s]6tem and associated components of the lilAs sotution,

3 Bidder should ensure that the system ls available 24x7x365.

4 The onsite Resources (OEM pay rott only) shoutd possess certification and minimum
two years' experience on the retevant MAS solution.

5 Re-instatlatlons, in the event of system crash/failures.

6 Develop Standard Operating Procedures (SOPs) as per best practices and
requirements of the bank.

7 Over atl monitoring and management of the s)6tems imptemented, which inctudes
administration of Networks, UPS and alt other services ancitlary to these facilities.

8 Ensure timely fine tuning of the application to enhance the end-user experience.

9 Ensure implementation of poticies as per regulatory requirements issued from time
to time.

10 System shatl be abte to enhance/ integrate the solution with new regu]atory
requirements on ongolng basis with minimat effort,

11 Responr Time and Meantime to Restore [MTTRI

42.11.1. Response Time shatt be 2 hours and MTTR shall be 4 hours.

42.11.2. Time specified above is from todging of comptalnt.

43

it The Bidders shatt have in place a documented quatity and Audit process. A copy of
the same shatl be made avaitabte atong with the technical bids.

The solution should be able to receive feeds from globat agencies wherever
applicable and any new feed on securlty / risk information should be fed lnstantly,

Bidder / OEitl shoutd submit any certificate as proof for adoption of best security
practices for the solution like source code audit.

2

3

Date Signature wlth seal
Name :

Designatlon :
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[Note: This Format Letter should be on the letterhead of the OSO/OSD and shoutd be signed
by an Authorised Signatory of the manufacturerl
No.- dated_
The Deputy General lrtanager,
Canara Bank,
Procurement Group,
DIT-Wing, Naveen Complex, 14MG Road,
Bengaturu-560 001
Karnataka

Dear Sir,

SUB: RFP for Procurement, lmplementatlon and ,lalntenance of trlAS Solutlon for Androld
and iOS verslon of l{obile Banklng App Solutlon for Credlt, onitoring in Canara

Ref: Your RFP 2O/2O19-2O dated 19lO3l2O2O

We are estabtished and reputed manufacturers of

f ifl ill1i:'*'"ji'"Tllni";ii'11""" "' ?l!
Agent/Dealer) to offer their quotation, negotiate and conctude the contract with you against
the above invitation for tender offer.
We (rrtanufacturer/Origlnal Software Orner/Developer) hereby extend our full guarantee
and warranty as per terms and condltions of the tender and the contract for the sotution,
products/equipment and services offered against this invitation for tender offer by the
above firm and will extend technical support and updates and ensure avaitability of spares
inctuding processors for our products for contract period from the date of installation.

We (Manufacturer/Originat Software Owner/Developer) also confirm that we witl ensure alt
product updates (inctuding management software updates and new product feature
releases) are provlded by M/s...,..,.for a[[ the products quoted for and supplied to the bank
during the Contract period. ln case this is not considered white quoting and in the event M/s
............. falt in their --obtigations to provide the updates within 30 days of
retease/announcement, we hereby confirm that we wiu provide the same to the bank at no
additional cost to the bank and we witt directty install the updates and updates and any new
Operating Software releases at the bank's premises.

We atso confirm that the proposed solution offered by the bidder to the Bank are correct,
viabte, technicatly feasibte for imptementation and the solution witt work without any
hasstes in all the locatlons. We also confirm that att the equipment offered are not "End of
Life" during the next One Year and "End of Support" for a minimum period of Six Years.

We hereby commit to the tender terms and conditions and witl not withdraw our
commitments during the process and or during the period of contract.

Yours faithfutty

For and on behatf of
,rt/s ....--.------------.
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Annexure- 14
Bill of filaterial

SUB: RFP for Procurement, lmplementatlon and filaintenance of Mobile Appllcation Security ([tAS)
solution for Canara Mobile Banking App for Android and iOS platform.

Ref: Your RFP 20/2019-20 dated 19lO3l2O2O

Canara Bank
ln

1. These detaits should be on the letter head of Bidder and each & every page shoutd be signed by an
Authorised Signatory with Name and Sea[ of the Company.

2. Ptease be guided by RFP terms, subsequent amendments and repties to pre-bid queries (if any) white
quoting.

3. Do not change the structure of the format nor add any extra items.
4. No counter condition/assumption in response to commercial bid witt be accepted. Bank has a right to reject

such bid.

st.
No

Requirement Details

Cost Price AIt C/ATS (as per Table C)*

Ee{sr?
8E>=
o!l€
Et
,E >r
>rE
=tolELL,EE}
ts
Ei r!co

|!
o
o
E
G

3
P;
o
.c
A

c
.E3
d

o
.3=FO
E'Cco

k,!o.
EEE
,qeg
=r!r!Xtr==ssgbi
;5': E
E 9E-
EE;

cLoco
b>

K= (lxl) 
r

cc

o
L'
o
x
,EF

.ts^cx
=tu
8.E
yt 

-:$P
; Ll_

f:
k&
Pa<g
UL

hs>\L

E*
.E

" :'... . i:. t:t:.: '

lrl
tr
EJ
o

o
x
.E
F

1

Hardware
I
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inctuding
OS for DC

App
Server [r,,lti],. ,

Web
Server

I
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Server
Any
other
(add
more
row$ of
required
)
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Hardware
I
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e
inctuding
OS for DR

App
Server l;,,.i.,,, 

i:t' 
u

Web
Server
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&ffiril6 Canara Bank

*Year wise breakup of AIIC/ATS charges should be furnlshed ln Table-F.

Bidder has to provide the adequate quantity in column J of Table -A as mentioned in Annexure-7 (B).

Table -B
Price details of }tAS Software Solution

in lndian

Data
base
Server
Any
other
(add
more
rows of
required
)

3

Hardware
I
Apptianc
e
includingos&
other
software
for MAS
Sotution
for UAT
at DC

App
Server
Web
Server
Data
base
Server
Any
other
(add
more
rows of
required
)

4,

Cost of Database
Licenses (ln case
proposed database is
Oracle then,
Database cost to be
indicated as Zero)

1

5
Any other Software/
Licenses

6 Total Cost of Ownership for Flve years contract period (Sum of column k of rows 1,2,3,4 and 5)

Cost Prlce
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P= AiC

Tax

G= Tax
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it

Enterprise ticense for
Mobite Apptication
Security Solution for
Android and iOS
version,
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fuffirilm Canara Bank

Table-C
One Time Trainine Charces

in lndian

Table-D
Charqes for Onsite Resources

[Amount ln lndian Rupees]

** The bank will be at its discretlon extend the Onsite resources for further one year after expiry at
the same cost and T&C.
** Onsite resource wlll be deployed immediately after Go-Live of the solution.
*** The onsite support should be on-boarded immediately on delivery of hardware or the ilAS Solution
whichever is earlier as per the PO.

Table-E
Total Cost for 5 Years Contract Period

in lndian

Tax Ior.,Go"lumt rATraining Charges Exct. of,
Taxes) T.ax % Tax Vatue

Training Charges ( lnct.
of Taxes)

st.
No.

Requirement

a !
!) c d=a+c

1 Training Charges
for Ctause no. 11

of Section B of
thE RFP

Description

one

Taxl

i,l:;;NO, Of
lResources

Taxl

Tai
%

Tax
Value

Charges
for One

resources
foi 56
Months

flnctudlng
Taxl

a c d=axbxc e f 3=d+f

1

Cost of Onsite
Resources at
Bencaturu

56 1

sl.
No.

Detalls
Total Cost of

Ownership flnclusive
of taxl

A
Totat Cost for Hardware ltems (lnctuding OS & Licenses) as per Tabte-A
lTotat of Cotumn Kl

B cost of r.R

c for Trai for 1 Year as
D for Onsite Resources
E Total Cost of Ownership .Sum of A, B, C and D of Tabte-EI
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&qsrdm Canara Bank

Table-F

in lndian

Table-G
Post Warrantv AA{C/ATS Calculation Table for Unit Quantitv for Table-A

in lndian

***The Charges mentioned in column 'c' of Tabte-F should tatty with the charges mentioned under
Cotumn 'E' of Table-A. The Charges mentioned in cotumn 'f' of Tabte-F should tatty with the charges
mentioned under Cotumn 'H' of Tabte-A.

****The Charges mentioned in cotumn 'c' of Tabte-G shoutd tatty with the charges mentioned under
Cotumn 'E' of Tabte-B. The Charges mentioned in column 'f' of Tabte-G should tatty with the charges
mentioned under Cotumn 'H' of Tabte-B.

4s YearimB-
Charge
tExcl. of tax)

5th

A ,IC/ATS

Charge
(Excl. of tax)

Total
AMC/ATS for

2 Years
lExcl. of Tax)

Tax
uto

Tax
in

Amt.

Total AMC/ATS
for 2 Years

(lncl. of Tax)

st.
No.

Descriptlon

a ii'l c=a+b d e f=c+e
App Server
Web Server
Data base Server1

Hardware/
Apptiance
inctuding OS for
DC

Any other (add
more rows of
required)
App Server
Web Server
Data base Server2.

Hardware/
Apptiance
including OS for
DR

Any other (add
more rows of
reouired)
App Server
Web Server
Data base Server

3

Hardware/
Apptiance
inctuding OS &
other software
for lvlAS

Sotution for
UAT at DC.
(specify the tist
of items
seriattv)

Any other (add
more rows of
required)

4.

Cost of Database Licenses (ln case
proposed database is Oracle then,
Database cost to be indicated as
Zero)

5.

<a

{th Year lth Year
Al C/ATS
Charge
tExcl. of tax)

\^ C/ATS
Sharge
lExcl. of tax)

Total
AMC/ATS for

2 Years
(Excl. of Tax)

Tax
%

Tax in
Amt.

Total AIiC/ATS
for 2 Years

(lncl. of Tax)

st.
No.

Description

a b c=a+b d e f=c+e

6.
Enterprise license for Mobite
Apptication Security Sotution for
Android and iOS version.
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hqntr6 Canara Bank

Undertakinc:

i. Bitt of materiat is submitted on the letter head and is signed by an Authorized Signatory with Name and
Sea[ of the Company.

ii. We confirm that we have gone through RFP clauses, subsequent amendments and repties to pre-bid
queries (if any) and abide by the same.

iii. We have not changed the structure of the format nor added any extra items. We note that any such
atternation witt tead to rejection of Bid.

iv. We agree that no counter condition/assumption in response to commerciat bid witt be accepted by the
Bank. Bank has a right to reject such bid.

v. We are agreeable to the payment schedute as per "Payment Terms" of the RFP.

Date Signature with seat
Name :

Designation :
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Crlterla

The Proposat should be made in an organized, structured, and neat manner. Brochures /
teaflets etc, shoutd not be submitted in loose form. Atl the pages of the submitted bids
should be filed and paginated (serialty numbered) with seat and signature (not initials) of
the authorized signatory. All the Annexures should be submltted ln Bldder's Letter Head
only.

1) lndex of atl the documents submitted with page numbers.

2) Cost of Tender document by way of DD payabte at Bengaluru / Exemption Certificate.

3) Earnest Money Deposit (EIvlD)/Bank Guarantee in lieu of EMD / exemption Certificate.

4) Setf-Declaration of l/tSEs/Startup on their Letter Head as per Form PP - B.

5) Power of Attorney / Authorisation tetter signed by the Competent Authority with the
seat of the bidder's company I firn ln the name of the person signing the tender
documents.

6) Bid Covering letter as per Annexure-l.

7) Eligibitity Crlteria dectaration as per Annexure-2 with documentary proof in support of
the Etigibitity Criteria.

E) Bidder's Profile as per Annexure-3.

9) Service Support Detaits as per Annexure-4.

10) Track Record of Past lmplementation of Projects as per Annexure-S.

1 1) Non-Disclosure Agreement as per Annexure-6.

12) Signed Pre Contract lntegrity Pact as per Appendlx-l (available at URL:

on non-judicial Stamp paper.

13) Write up on the Work Experience / Expertise of MAS Solution for Android and iOS version
of Mobite Banking App Sotution.

14) Bidder shoutd have centrat hetp Desk avaitabte on 24x7x365 basis for support and
compliant booking. Detaits of the Hetp Desk phone no. & emait lD has to be provided.
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The Technical Proposal should be made in an organized, structured, and neat manner.
Brochures / teaflets etc. shoutd not be submltted in loose form. A[] the pages of the
submitted bids shoutd be fited and paginated (seriatty numbered) with seat and signature
(not initiats) of the authorized signatory. All the Annexures should be submltted ln
Bldder's Letter Head, Technical Offer for this RFP shatl be made as under:

1) lndex of alt the documents submitted with page numbers.

2) Comptiance to Technical and Functional Requlrements/specification for Solutlon
shoutd be comptete wlth alt columns fitted in as per Annexure-7.

3) Compliance to the Scope of Work as per Annexure-8,

4) Undertaking Letter of Authenticity for Procurement, lmplementation and Maintenance
of MAS Sotution for Android and IOS version of lirobite Banking App Sotution for Credit
Monitoring in Canara Bank as per Annerure-9.

5) Comptiance Statement as per Annexure-l0.

6) Undertaking Letter as per Annexure-l 1.

7) Escalation l{atrix as per Annexure-i2.

8) Manufacturer Authorization form as per Annexure-l3.

9) itasked bitt of Material as per Annexure.l4.

10) Technicat Documentatlon (Product Brochures, teaflets, manuats, drawings).

11) A detaited list of the other lnfrastructure required and any other precautions to be
undertaken should be given in detail along with the Technical Proposat,

12) Bidder has to provide detailed proposed BOIvI each tine item wise for Sotution, OS,
Licenses for 5 Years as part of Technicat Bid.
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Aooendix-C

lnstruction to be noted while preparinq/submittinc Part C-Commercial Bid

The Commercial Bid should be made in an organized, structured, and neat manner.
Brochures / leaftets etc., shoutd not be submitted in [oose form. Atl the pages of the
submitted bids should be fited and paginated (seriatty numbered) with seat and signature of
the authorized signatory. All the Annexures should be submitted in Bidder's Letter Head.

The suggested format for submission of commerciat Offer for this RFP is as fottows:

1) Bitt of Materiats as per Annexure-I4.
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Note: following Appendixes are uploaded in Bank's website under URL:

Forms (Purchase Preference)

Form PP-A Undertaking for Appticabitity of Purchase Preference Poticy

Form PP-B Setf-Declaration of MSEs and Startups

Form PP-C
Undertaking by Bidder towards Mandatory Minimum LC (Locat
Content)

Form PP-D
Certificate by Statutory Auditor of Bidder towards Mandatory
Minimum LC

MeitY Form - 1
Affidavit of Setf Certification regarding Domestic Vatue Addition in
an Etectronic Product

DoT Form - 1
Setf-Certification regarding Local Content (LC) for Tetecom
Product, Services or Works

Bid Formats

Appendix D Format for Sending Prebid Queries.

Appendix E Authorization Letter Format.

Bank Guarantee Formats

Appendix-F Bank Guarantee.Format for Earnest Money Deposit.

Appendix G Proforma of Bank Guarantee for Contract Performance.

Appendix H
Format for Bank Guarantee for Advance Warranty Payment. (Not
Appticabte)

Pre Contract lntegrity Pact

Appendix I Pre Contract lntegrity Pact.

Reverse Auction Formats (Not Applicable)

Appendix J Business Rutes and Terms and Conditions of Reverse Auction.

Appendix J (1) e Appendix J(3) Format to be submitted before commencement of Reverse
Auction.

Appendix J(2) Format to be submitted after Reverse Auction by L1 vendor

Appendix K Format for Proof of Concept for Mobile Application Security
(rilAs) Solution.
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POC of the proposed sotution is being done to evaluate the effectiveness of sotution and the ease of
the integration with the Canara Bank's Mobite Banking App. The Bidder / OEtvt needs to comptete the
POC in a period not more than thirty days (30) from the date of initiation of the activity.

1. The complete hardware and software for the POC needs to be provided by the Bidder/OEM.

2. The Bidder/OErll needs to coordinate with the Apptication development teams for integration of the
sotution with the Mobite App.

3. The Bidder/OEM needs to demonstrate the protection capabilities of the sotution by creating an
test environment containing major banking malwares ( Ex. Zeus, Trojan Ramnit, Ursnif, Trickbot),
Remote access toots ( Ex Anydesk) , emulators, Jaitbroken devices etc.

4. The POC use cases contain "Must Have" and "Good to Have" capabitities in the sotution. The
Bidder/OEM has to demonstrate atl the "Must Have" features and att the "Good to Have" features
if the same is marked as avaitabte in the technical Specification Requirement as per Annexu re-7 of
the RFP. !f Bidder is not abte to demonstrate/showcase "Good to Have" features during the POC,
Bidder witt be awarded zero (0) mark for the same, even if Bidder has confirmed comptiance as
"FC" in Annexure-7.

5. Bank witl conduct a Penetration test of the App post integration of the sotution. The Bidder/OErlt
can atso conduct a pre and post Penetration test of the Apptication through in-house or reputed
firms and showcase the vutnerabitities mitigate by the sotution. However, Bank witt take the finat
catl on effectiveness of the sotution.

6. A major focus of the POC witt be on the performance of the App post the integration with the
sotution. The Bidder/OEAt needs to suggest proper configurations to the devetofment teams for
minimal impact to the app.

7. Where ever possibte the sotution ( Sdk integration with the app) shoutd be configured in protection
mode with the app else the Bidder/OEA4s shoutd inform the aterts, cattback generated by the
sotution be used by the App for btocking/ Aterts to user.

st.
No. Test Cases Requirement

Specification
Success/

Faited
1 Detection of rooted Android or jaitbroken iOS mobite device. Must Have
2. apptication detection Must Have

3.
The Device Fingerprint shoutd be secure and cannot be spoofed
on a different device.

Must Have

4.
The device fingerprint shoutd be unique and shoutd ba creeGd
using multiple elements from the mobite device and software.

Must Have

5.
lntegrity checks shoutd be-avaitab
Code tampering and code injection.

Must Have

6. Detection against hooking framework. Must Have
7. Detection against external debugger. Must Have

8. lntegrity checks to detect maticious activitiei-uch as key togger
detection.

Must Have

9. Detection and protection of app from
remote access toots.

running on Emulators or Must Have

10.
protection of App against mobite screenDetection and

overtays.
Must Have
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11. Detection and protection of mobite apptication against untrusted
keyboard apptication.

Must Have

12. Detection of screen mirroring when the Mobile app is open on the
device.

Must Have

13. Protection of data stored by the Mobite App tocatty on the device
through strong encryption mechanism.

Must Have

14. Detection and prevention of the app against man in the middte
attacks.

Must Have

15.

One touch bypass capability . The same needs to be demonstrated
onty in case the sotution is intine between the customer app and
the servers hosted in datacenter and failure of the sotution witl
result in of Mobite Apptication.

Must Have

16.

Sotution Support for both native ptatforms such as Appte iOS and
Googte Android as wetl as mobite apptication devetopment
frameworks such as Cordova etc. The Bidder/OEA{ has to
demonstrate that the app works in native ptatforms and share the
whitepapers on the different framework supported by the
sotution.

Must Have

17. Matware detection through mechanisms configured on the App (
using SDK ) or at centratized seryers hosted in Datacenter

Must have

18.

Detection of matware at startup and at runtime. The Bidder/OEM
needs to demonstrate the capabitity of the sotution to stop the
app or notify the user in case of detection. The configuration for
the same can either be on the sotution or the app ( for which the
Bidder/OEtr4 needs to coordinate with the App devetoper for
making the necessary changes.

Must Have

19. Demonstration on the features avaitabte
portal for the sotution.

in the management Must have

20. Parameters avaitabte in the management dashboard such as
device OS, device fingerprint, date etc.

Must Have

21
Portal shoutd enforce a minimum password length of 8 characters
which are a combination of atpha numeric characters.

Must Have

22. Rote base access controts in case where the apptication}rovides
different levets of priviteges for administration.

Must have

23.
secure app

seryers hosted in datacenter using secure protocots such as TLS
standards such as AES 256 etc.1.1 TLS 1.2 etc.

Must Have

24.

The sotution shoutd not resut-
on the apptication. The performance testing of the app wi[t be
done in coordination with the Mobite Banking apptication
development teams.

Must have

25. ly1tem integrity checks to detect and rootkits. Good to Have

26. The solution should provide a secure keffi
Banking App

Good to Have
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27.

Code obfuscation of the Mobite App. The demonstration in POC
inctudes but not timited to the fottowing code obfuscation
mechanism:

- class renaming and randomization
- method renaming and randomization
- namespace flattening
- debug information removal
- java annotation removal
- code shuffting
-encryption of strings and constants in the code.

Good to have

28.
ln buitt features in the sotution to provide threat.response through
customizabte features such as Atert, disable, bypass or quit the
app

Good to Have

29
The cryptographic modutes or protocols used in the solution
shoutd be validated by agencies such as NIST (FIPS 140-2) or
comparabte agencies.

Good to have

30.
Reports auto generated from the portal at regutar frequency such
as weekty, monthty etc.

Good to Have

31.
The solution shoutd have the provision for centratized intettigence
gathering, security profite configuration, over the air updates to
be sent to the mobile device

Good to Have
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