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Bid Details in Brief

St

No. Description Details

1. | RFP No. and Date RFP 19/2017-18 dated 07/11/2017

Selection of Vendor for Implementation
Of Anti-Phishing, Anti-Pharming, Anti-

: — Malware, Anti-Trojan, Rogue attacks,
2. | Brief Description of the RFP Website defacement and Dark Web
Monitoring managed services

Deputy General Manager

Canara Bank, AP&M Group,

1st Floor, DIT Wing, Naveen Complex,
14 MG Road, Bengaluru -560 001

Bank's Address for Communication and

Tel - 080-25590070,25584873

Fax- 080-25596539

Email: hoditapm@canarabank.com
Senior Manager, Asset Procurement &
Management Group

Submission of Tender

4. | Date of Issue 07/11/2017, Tuesday

5 Last Date of Submission of Queries for Pre

Bid Meeting 14/11/2017, Tuesday, 3.00 PM

6. | Date of Pre Bid Meeting 15/11/2017, Wednesday, 3.00 PM

7. | Last Date of Submission of Bids 28/11/2017, Tuesday up to 3.00 PM

Date and time of Opening of Part A-

Conformity to Eligibility Criteria. 28/11/2017, Tuesday, 3.30 PM

9 Date and time of opening of Part B-Technical

Proposal/Part C-Commercial bid Will be intimated at a later date.

Rs. 23,600/-(20,000 Application Money

10. | Application Fees (Not Refundable) and 18 % GST)

11. | Earnest Money Deposit(Refundable) Rs. 3,00,000/-

This document can be downloaded from Bank’s website
http://www.canarabank.com/english/announcements/tenders.The Bidder s should pay the
Application Money by means of DD drawn on any scheduled Commercial Bank for the above
amount in favour of Canara Bank, payable at Bengaluru and submit the same along with the
Bid document.
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DISCLAIMER

The information contained in this Request for Proposal (“RFP”) document or information
provided subsequently to Bidder s or applicants whether verbally or in documentary form
by or on behalf of Canara Bank (or Bank), is provided to the Bidder (s) on the terms and
conditions set out in this RFP document and all other terms and conditions subject to
which such information is provided. This RFP document is not an agreement and is not an
offer or invitation by Canara Bank to any parties other than the applicants who are
qualified to submit the bids (hereinafter individually and collectively referred to as “Bidder
" or “Bidder s” respectively). The purpose of this RFP is to provide the Bidder s with
information to assist the formulation of their proposals. This RFP does not claim to contain
all the information each Bidder requires. Each Bidder may conduct its own independent
investigations and analysis and is free to check the accuracy, reliability and completeness
of the information in this RFP. Canara Bank makes no representation or warranty and shaltl
incur no liability under any law, statute, rules or regulations as to the accuracy, reliability
or completeness of this RFP. The information contained in the RFP document is selective
and is subject to updating, expansion, revision and amendment. It does not purport to
contain all the information that a Bidder requires. Canara Bank does not undertake to
provide any Bidder with access to any additional information or to update the information
in the RFP document or to correct any inaccuracies therein, which may become apparent.

Canara Bank reserves the right of discretion to change, modify, add to or alter any or all of
the provisions of this RFP and/or the bidding process, without assigning any reasons
whatsoever.  Such change will be published on the Banks Website
(http://www.canarabank.com/english/announcements/tenders) and it will become part
and parcel of RFP.

Canara Bank in its absolute discretion, but without being under any obligation to do so,
update, amend or supplement the information in this RFP. Canara Bank reserves the right
to reject any or all the Request of Proposals received in response to this RFP document at
any stage without assigning any reason whatsoever, The decision of Canara Bank shall be
final, conclusive and binding on all the parties.
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Abbreviations used in this Document:

1. | AMC Annual Maintenance Contract

2. |BG Bank Guarantee

3. | BOM Bill of Material

4. | CST Central Sales Tax

5. |DC Data Center

6. |DD Demand Draft

7. | DIT Department of Information Technology
8. |DRC Disaster Recovery Center

9. EMD Earnest Money Deposit

10. | HO Head Office

11. | LAN Local Area Network

12. | LD Liquidated Damage

13. | LST Local Service Tax

14. | MSME Micro Small & Medium Enterprises

15. | NEFT National Electronic Funds Transfer

16. | NI Act Negotiable Instruments Act

17. | OEM Original Equipment Manufacturer

18. | OS Operating System

19. | PERT Project Execution and Review Technique
20. | RFP Request For Proposal [Interalia the term ‘Tender’ is also used]
21. | RTGS Real Time Gross Settlement

22, { STQC Standardization Testing and Quality Certification
23. | VAT Value Added Tax
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A. INTRODUCTION

1. About Canara Bank:

CANARA BANK, a body Corporate and a premier Public Sector Bank established in the Year
1906 and nationalized under the Banking Companies (Acquisition and Transfer of
Undertakings) Act, 1970, having its Head office at 112, J C Road Bengaluru-560002 and
among others is having DIT Office at Naveen Complex, No.14, M G Road, Bengaluru-560001.
The Bank is having pan India presence with more than 5800 branches situated across the
States. The Bank is working on Code Banking System using Flex cube solutions. The Bank is
a forerunner in implementation of IT related preducts and services and continuously
making efforts to provide the state of art technological products to its customers.

2. Definitions:

2.1. ‘Bank’ unless excluded by and repugnant to the context or the meaning thereof, shall
mean ‘Canara Bank’, described in more detail in paragraph 1 above and which has
invited bids under this Request for Proposal and shall be deemed to include it
successors and permitted assigns.

2.2. ‘RFP’ means Request for Proposal for Implementation of Anti-Phishing, Anti-
Pharming, Anti-Malware, Anti-Trojan, Rogue attacks, Website defacement and Dark
Web Monitoring managed services in Canara Bank.

2.3. ‘Bidder’ means a vendor submitting the proposal in response to the RFP.

2.4. ‘Services’ means Implementation of Anti-Phishing, Anti-Pharming, Anti-Malware, Anti-
Trojan, Rogue attacks, Website defacement and Dark Web Monitoring managed
services in Canara Bank.

2.5. ‘Contract’ means the agreement signed by successful Bidder and the Bank at the
conclusion of bidding process.

2.6, ‘Successful Bidder ’/ ‘L1 Bidder’ means the Bidder who is found to be the lowest
Bidder after conclusion of the bidding process, subject to compliance to all the Terms
and Conditions of the RFP, etc.

3. About RFP:

3.1. In this RFP the term ‘Canara Bank’ is referred to as the Bank, which term or
expression unless excluded by or repugnant to context or the meaning thereof, shall
be deemed to include its successors and permitted assigns, issues this Request for
Proposal hereinafter called the “RFP”. A vendor submitting the proposal in response
to Implementation of Anti-Phishing, Anti-Pharming, Anti-Malware, Anti-Trojan, Rogue
attacks, Website defacement and Dark Web Monitoring managed services in Canara
Bank shall hereafter be referred to as “Bidder”.

3.2. The RFP document is not a recommendation, offer or invitation to enter into a
contract agreement or any other arrangement in respect of the services. The
provision of the services is subject to observance of selection process and appropriate
documentation being agreed between the Bank and successful Bidder as identified by
the Bank after completion of the selection process.

4. Objective:

The Objective of this RFP is to enter into contract with selected Bidder to provide
managed services for Anti-phishing, Anti-pharming, Anti-malware, Anti-Trojan, Rogue
attacks, Website defacement and Dark Web Monitoring including all the relevant activities
on identified applications to verify that the proper security controls are present, that they

Canara Bank, DIT Wing, HO - RFP 19/2017-18 dated 07/11/2017 Page 7 of 75




dolel 8@ @Canara Bank

work as intended, and that they are free from vulnerabilities as mentioned in the
document,

. Eligibility Criteria:

5.1. Interested Bidders, who can provide the Services as per Terms & Conditions,
Technical Specifications and Scope of Work described elsewhere in the Bank and
meeting the Eligibility Criteria as per Annexure-3 may respond.

5.2. The bidder should have a Primary and Backup datacenter providing 24*7*365
monitoring of Bank Websites and Public applications for services in-scope services.
Necessary supporting documents needs to be provided by the bidder for the same.

. Requirement Details:

6.1. Bank invites sealed offers from eligible Bidder s (‘Conformity to Eligibility Criteria’,
‘Technical Proposal’ and ‘Commercial Bid (Indicative)’) for Anti-phishing, Anti-
pharming, Anti-malware, Anti-Trojan, Rogue attacks ,Website defacement and Dark
Web Monitoring management services” as per the Terms & Conditions, Technical
Specifications and Scope of Work described elsewhere in this document for a period
of Three (3) years.

6.2. Bank is having approximately 37 websites and mobile apps used in various
applications developed / procured by the Bank. They are hosted on domains such as
canarabank.com, canarabank.in, etc which are registered with Bank.

6.3.The Contract period is initially for a period of 3 years and the services are renewable
yearly at each instance for a further period of two years on existing terms and
conditions of the contract by the Bank at its full discretion, whenever the services are
due for renewal unless, otherwise intended by the Bank for part or whole of the
Contract. Bank also holds the right to terminate the contract by providing one month
notice during the contract period.

6.4. No. of Applications/websites to be audited is mentioned below:

Si. | Item Description
No.

a Implementation of Anti-Phishing, Anti-Pharming, Anti-Malware, Anti-Trojan,
Rogue attacks, Website defacement and Dark Web Monitoring managed
services including all the relevant activities as mentioned in the Scope of
Work as per Clause 7. '

6.5.The Bank, at its own discretion, may add or replace websites and mobile applications
to the scope of monitoring at a later stage. The cost for monitoring additional websites
shall be mentioned in the Bill of material in Annexure-15 as per Terms & Conditions of
the RFP.

6.6.The selected vendor should propose to the Bank for any new services for strengthening
the monitoring processes and the Bank reserves the right to include additional services
apart from those provided in the RFP.

. Scope of work:

7.1.The Bidder shall have the ability to perform the scope of work which includes the
following:

7.1.1.  Visibility -- Continuous analysis and monitoring of a wide range of sources
across emails, web and social media channels with custom and dataset
integration like DMARC reports, abuse box and referrer weblogs.
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7.1.3.
7.1.4.

7.1.5.
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Detection and Intelligence - Quickly find and confirm evidence of phishing
and other attacks at scale by using different proprietary machine learning
classification algorithms.

Expedited Attack Takedown - Rapidly removal of identified threats before
customers or employees become aware of a disruption.

Convenient Adoption - Turnkey service comprising simple setup with no
integration required and minimal resource investment.

Detect & Stop Email Fraud/Phishing - Actively blocking business
email compromises or fraudsters' emails spoofing Bank’s domains before
they reach Canara Bank employees and customers.

7.2.Solution should have following features but not limited to:

7.2.1,

7.2.10.

7.2.11.

7.2.12,

7.2.13.

7.2.14.

7.2.15.

7.2.16.

Solution must be a tool based automated solution with e-mail and SMS
Alerts and integrated with contemporary convergent technologies for
gathering intelligence through multi sources and dark web.

24*7365 real time monitoring and support for all the services covered
under the scope of this RFP.

Solution must support scanning to a depth of multiple pages

Solution must support scanning of static and dynamic links.

Solution must support checking all website links against well-known global
black list.

Bidder must manage incidents for MMC infection/injecting including
solution, coordination for recovery in the shortest possible time.

Solution must be independent of application Platform.

Solution must provide online interface to see previous online reports of all
the websites under monitoring

Solution should be able to identify potential phishing websites hosting
similar content resembling the official web-site.

Solution should provide for identification of any sensitive documents/
information pertaining to the bank available on the internet and Dark Web.
Solution should be able to identify potential brand infringements and
affiliations risk related to misuse of bank’s logo on 3rd party website.
Solution should provide for identification of fake recruitment schemes
claiming affiliation with the bank.

Solution should have ability to identify and alert bank, on the bank and
customer related data posted for sale on the dark web by use of
intelligence tools integrating with convergent technologies to inspect
threats /data related to bank existing in deep/dark web.

Solution should have ability to detect potential infringements and malicious
websites by use of contemporary convergent technologies like threat
intelligence, Software robotics etc.

Solution should not impact the functioning of website. Any configuration
done on the Bank’s infrastructure for the purpose of monitoring should not
impact or degrade the performance of the website.

Vendor should assist the Bank in forensic investigation for in scope domains
and mobile apps.

7.3.Early Phishing Detection:

7.3.1.
7.3.2,
7.3.3.

Wide coverage of web, social media and email sources to detect newly
configured  phishing attacks, often before they are fully launched.
24x7x365 real monitoring for phishing attacks.

Implementation of real time detection mechanisms and alerts.
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Implementation of watermark and other means/techniques for each
website.

Implementation of tools for detecting anti - phishing mechanisms such as
referrer logs, watermarks etc.

Track hosting of phishing sites through implementation of watermark and
other Means.

Monitoring similar domain name registration.

Provide need based analysis on suspicious e-mail messages.

Monitoring spam traps to detect phishing mails.

Should have mechanism to call, mail or send sms to Bank on the basis of
severity of incident.

7.4.Domain and Social Media for Impersonation Monitoring:

7.4.1.

Analysis of social networks such as Facebook, Twitter, Linkedin etc. and
domain registrations to find fake social profiles, malicious mentions and
similar domains that impersonate our Bank and compromise customer
information.

7.5.Email Fraud Protection :

7.5.1.

Email fraud is on the rise, business email compromise (BEC) and consumer
phishing are at an all-time high. Vendor to Gain visibility into who is
sending emails across your enterprise and suggest blocking emails sent from
unauthorized sources.

7.6.Rogue Mobile Application Protection:

7.6.1.

7.6.2.

7.6.3.

7.6.4,

7.6.5.

Detect and remove unauthorized applications imitating your official app
from third-party app stores. Help Bank to reduce the risk of customers
inadvertently downloading imposter apps.

Monitor any fraudulent mobile applications targeting Bank’s customers to
capture their credentials for fraudulent transactions.

Remove fraudulent mobile applications targeting Bank’s customers to
capture their credential hosted on popular app stores provided by
companies such as Google, Apple and Microsoft etc.

Inject fake credentials into the phishing portals and fraudulent apps and
provide details to the Bank for monitoring and blocking at Bank’s end.
Taking down of fraudulent mobile apps in the world targeting Canara Bank
Customers.

7.7.Dark Web/Deep Web Scanning for sensitive information pertaining to Bank:

7.7.1.

NN
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The Vendor has to provide threat monitoring solution that penetrates the
restricted cybercrime zone known as the Dark Web looking for
compromised sensitive data to proactively mitigate impact after breaches.
Monitor Cyber Crime Forums on clear web as well as dark web/deep web.
Monitor Networks known to be sources of attacks and /or points of
collection of compromised data.

Maintain or have direct access to data from honey pots or network or
sensors to collect data on threat.

The vendor needs to perform Dark Net/Deep Web forum monitoring for
bank registered brand. The vendor should Monitor underground forums, IRC
chat rooms, the open web (OSINT) and other communication channels
where cybercriminals congregate to sell/buy services and tools and
exchange knowledge for banks brand
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The bidder /OEM needs to monitor sensitive data such as but not limited to
Personal !dentifiable Information (Pll} such as Customer/Employee data,
Compromised banking credential/account monitoring , Credit card / Debit
card BIN range monitoring of the bank ,leaked source code, technical
information/data used to target corporate systems , Vulnerability / exploit
monitoring and correlation with respect to the bank infrastructure,
Hactivist tracking and intelligence correlation with respect to the bank.

7.8.Web Site/Web app related Monitoring:

7.8.1,
7.8.2,

7.8.3,

7.8.4.

7.8.5.

7.8.6.

7.8.7.

Website domain tracking analysis to detect phishing sites.

Inject fake credentials into the phishing portals and provide details to bank
for monitoring and blocking at Bank’s end.

Track hosting of phishing sites through implementation of watermark and
other means.

Blocking of the phishing sites in web browsers. The bidder needs to have
tie-ups with Browser providers such as Google, Mozilla, Microsoft and
agencies like Cert-In for blocking the phishing sites .

Taking down of phishing sites anywhere in the world either on Bidder s’
own reach or through partnerships. The Bidder should have alternative
response mechanisms other than web site take down to minimize impact of
phishing.

The successful bidder should identify defacement of Bank website and
corresponding WebPages through a combination of automated scans and
manual analysis.

The analysis should be done in a manner that only genuine defacements are
informed to Bank and false positives are minimized.

7.9.0ther Services:

7.9.1,
7.9.2.

7.9.3.

Assistance to Bank in identifying Customers affected by phishing.

Assistance to the bank for coordination with law enforcement agencies,
CERT-In etc.

Bidder must have capability of 24x7 real monitoring and detection for
malicious mobile code (MMC) infection of Bank’s websites and mobile
applications.

7.10. Comprehensive Reporting:

7.10.1.

7.10.2,

7.10.3.

The portal should deliver a real-time view of all the components of Bank'’s
digital threat protection. An all-encompassing dashboard illustrates threat
data, including volume by source and category, and takedown status. Users
can also set up email alerts, create online or printed reports, request
takedowns. Plus, data are readily integrated with other systems with REST
APls,

Providing incident reports on phishing attacks and fraudulent apps involving
threat analysis and threat categorization.

Monthly / quarterly reports containing details such as time for detection to
closure of each incident, median/average of all incidents closed in the
quarter etc.

7.11.Project Completion and Management

7.11.1.

7.11.2.

For smooth completion of project the Bidder should identify one or two of
its representatives at Bengaluru as a single point of contact for the Bank.
Project implementation team should be conversant with local rules and
conditions to resolve the issues, if any.
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7.12.Followings are the important terms of SLA but not limited to:

7.12.1. 24x7x365 monitoring of websites and mobile apps.

7.12.2. Alert within 30 minutes of attack/compromise

7.12.3. Initial response to the incident within 30 minutes with action plan on taking
down and other alternative response mechanisms.

7.12.4. Take down of Phishing Site, fraudulent mobile apps within 8 hours of
incident.

7.12.5. The phishing site, mobile app should not appear again within 12 Months of
taking down. In case site or mobile app reappears, the same has to be
taken down at no extra cost to the bank.

7.12.6. Phishing site in web on all major browsers such as Internet explorer, Google

chrome, Mozilla firefox, Safari, Opera etc. should be blocked within 3 hours

of detection of such site.

Resolution of Trojan incidents with 24 hrs of detection.

In case of defacement of Bank’s website and corresponding web pages, the

bidder should alert Bank over call in 15 minutes.

The Bidder to provide the comprehensive SLA’s in their proposal.

0. Any deviations in the SLA for countries of conflict such as Iraq, Africa,
Somalia etc. needs to be mutually agreed between bank and the selected
bidder in the contract agreement.

7.12.11. The bidder needs to monitor for sensitive data on Dark/deep web and
inform the bank immediately for sensitive data available in dark web. The
bidder also needs to submit bi-weekly / weekly reports on the incidents of
data compromise detected on Dark Web,
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B.BID PROCESS

8. Clarification to RFP and Pre-Bid Queries:

8.1,

8.2,

8.3.
8.4.

8.5.

The Bidder should carefully examine and understand the specifications, terms and
conditions of the RFP and may seek clarifications, if required. The Bidder s in all
such cases should seek clarification in writing in the same serial order as that of the
RFP by mentioning the relevant page number and clause number of the RFP as per
format provided under Appendix-F.

All communications regarding points requiring clarifications and any doubts shall be
given in writing to the Deputy General Manager, Canara Bank, DIT Wing,
HO (Annex), 14 MG Road, Naveen Complex, Bengaluru-01 or an email can be sent to
hoditapm@canarabank.com by the intending Bidder s before 03:00 PM on
14/11/2017 (Tuesday).

No queries will be entertained from the Bidder s after the above date and time.

The Bank will consolidate all the written queries and any further queries during the
pre-bid meeting and the replies for the queries shall be made available in the Bank’s
website (www.canarabank.com) and no individual correspondence shall be made.
The clarification of the Bank in response to the queries raised by the Bidder /s, and
any other clarification/amendments/corrigendum furnished thereof will become part
and parcel of the RFP and it will be binding on the Bidder s.

No oral or individual consultation will be entertained.
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9. Pre-Bid meeting:

9.1.

9.2,

9.3.

9.4.

9.5.

A pre-bid meeting of the intending Bidder s will be held as scheduled below to
clarify any point/doubt raised by them in respect of this RFP.

Date Day Time Venue

15/11/2017 | Wednesday | 3.00PM | Canara Bank, Second Floor,
Conference Hall, DIT Wing-HO (Annex),
Naveen Complex, 14 M G Road,
Bengaluru 560001.

No separate communication will be sent for this meeting. If the meeting date is
declared as a holiday under NI Act by the Government subsequent to issuance of
RFP, the next working day will be deemed to be the pre-bid meeting day.
Authorized representatives of interested Bidder s shall be present during the
scheduled time. In this connection, Bank will allow a maximum of two
representatives from each Bidder to participate in the pre-bid meeting.

Bank has the discretion to consider any other queries raised by the Bidder’s
representative during the pre-bid meeting.

Bank will have liberty to invite its technical consultant or any outside agency,
wherever necessary, to be present in the pre-bid meeting to reply to the technical
queries of the Bidder s in the meeting.

The Bank will consolidate all the written queries and any further queries during the
pre-bid meeting and the replies for the queries shall be made available in the
Bank’s website (http://www.canarabank.com/english/announcements/tenders) and no
individual correspondence shall be made. The clarification of the Bank in response
to the queries raised by the Bidder /s, and any other
clarification/amendments/corrigendum furnished thereof will become part and
parcel of the RFP and it will be binding on the Bidder s.

Non reply to any of the queries raised by the vendors during pre-bid Meeting shall
not be considered as acceptance of the query/issue by the Bank.

10. Amendment to Bidding Document:

10.1.

10.2.

10.3.

At any time prior to deadline for submission of Bids, the Bank, for any reason,
whether, at its own initiative or in response to a clarification requested by
prospective Bidder, may modify the bidding document, by amendment.

Notification of amendments will be made available on the Bank’s website (i.e.
http://www.canarabank.com/english/announcements/tenders} and will be binding on
all Bidder s and no separate communication will be issued in this regard.

In order to allow prospective Bidder s reasonable time in which to take the
amendment into account in preparing their bids, the Bank, at its discretion, may
extend the deadline for a reasonable period as decided by the Bank for the
submission of Bids.

11, Bid System Offer:

This is a two bid system which has following 3 (Three) parts:

11.1.

11.2.

Part A-Conformity to Eligibility Criteria: Indicating their compliance to Eligibility
Criteria. The format for submission of Conformity to Eligibility Criteria is as per
Appendix-A.

Part B-Technical Proposal: Indicating the response to the Technical and Functional

requirement specification for Conducting Implementation of Anti-Phishing, Anti-
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Pharming, Anti-Malware, Anti-Trojan, Rogue attacks, Website defacement and Dark
Web Monitoring managed services. The format for submission of Technical Proposal
is as per Appendix-B.

11.3. Part C-Commercial Bid (Indicative): furnishing all relevant information required as
per Bill of Material as per Annexure-15. The format for submission of Commercial
bid (Indicative) is as per Appendix-C,

12.Preparation of Bids:

12.1. The Bid shall be typed or written in English language with font size of 12 in indelible
ink and shall be signed by the Bidder or a person or persons duly authorized to bind
the Bidder to the Contract. The person or persons signing the Bids shall affix
signature in all pages of the Bids, except for un-amended printed literature.

12.1.1. The three parts as stated above should be placed in three separate
envelopes superscribed with ‘Conformity to Eligibility Criteria’, ‘Technical
Proposal’ and ‘Commercial Bid (Indicative)’ respectively and properly
closed and sealed. Thereafter, all the three envelop shall be placed inside
another envelope and properly closed and sealed. The final envelope should
be superscribed as “Offer for Implementation Of Anti-Phishing, Anti-
Pharming, Anti-Malware, Anti-Trojan, Rogue attacks, Website
defacement and Dark Web Monitoring managed services in response to
RFP 19/2017-18 dated 07/11/2017” (includes separately sealed
‘Conformity to Eligibility Criteria’, ‘Technical Proposal’ and ‘ (Indicative)
Bid'} on the top of the envelope. All the envelope shall bear the name and
complete postal address of the Bidder as well as the addressee, namely the
Deputy General Manager, Canara Bank, AP&M Group, DIT Wing, First Floor,
Naveen Complex, 14 M G Road, Bengaluru - 560001.

12.1.2. Al the pages of Bid including Brochures should be made in an organized,
structured, and neat manner. Brochures / leaflets etc. should not be
submitted in loose form. All the pages of the submitted bids should be
paginated with Name, Seal and Signature of the Authorized Signatory. Bids
with erasing / overwriting / cutting without authentication may be liable
for rejection. Authorization letter for signing the Bid documents duly signed
by Company’s Authorized signatory should be submitted.

12.1.3. All the envelopes shall bear the name and complete postal address of the
Bidder and the authority to which the Bid is submitted.

12.2. Part A-Conformity to Eligibility Criteria:

12.2.1. Before submitting the bid, the Bidders should ensure that they confirm to
the eligibility criteria as stated in Clause-5 and Annexure-3 of RFP. Only
after satisfying themselves of the eligibility, the Offer should be submitted.

12.2.2. The Conformity to Eligibility Criteria as per Annexure-3 among others must
contain Demand Draft towards the Application Money as per the Clause13,
and EMD/ Bank Guarantee in lieu of EMD as per Appendix-D of this
document. The Conformity to Eligibility Criteria should be complete in all
respects and contain all information sought for, as per Appendix-A.

12.2.3. The Placement of Application Money and EMD in other than Part-A
Conformity to Eligibility Criteria will make the bid liable for rejection.

12.2.4. After ensuring the above, it shall be placed inside a separate Envelope and
sealed and superscribed on the top of the cover as “PART A-Conformity to
Eligibility Criteria for RFP 19/2017-18 dated 07/11/2017 for
Implementation Of Anti-Phishing, Anti-Pharming, Anti-Malware, Anti-
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Trojan, Rogue attacks, Website defacement and Dark Web Monitoring
managed services in Canara Bank”.

12.3. Part B-Technical Proposal:

12.3.1. Technical Proposal should be submitted as per the format in Appendix-B.
Relevant technical details and documentation should be provided along
with Technical Proposal.

12.3.2. The offer may not be evaluated and may be rejected by the Bank without
any further reference in case of non-adherence to the format or partial
submission of technical information as per the format given in the offer.

12.3.3. If any part of the technical/functional requirements offered by the Bidder
is different from the technical/functional requirements sought in our RFP,
the Bidder has to substantiate the same in detail the reason for their
quoting a different technical/functional requirements than what is sought
for, like better feature or non availability/feasibility of the
technical/functional requirements quoted by Bank, invariably to process
the technical offer.

12.3.4. The Bank shall not allow / permit changes in the technical/functional
requirements once it is submitted.

12.3.5. The relevant Solution information, brand, and solution offered, printed
product brochure, technical/functional specification sheets etc. should be
submitted along with the Offer. Failure to submit this information along
with the offer may result in disqualification.

12.3.6. The Technical Proposal should be complete in all respects and contain all
information sought for, as per Appendix-B. Masked Bill of Material must be
attached in Technical Offer and should not contain any price information.
The Part B-Technical Proposal should be complete and should cover all
products and services.

12.3.7. Masked commercial bid (Indicative) which is not as per the below
instruction will make Bid liable for rejection:

12.3.7.1.Should be replica of Commercial Bid (Indicative) except that it
should not contain any price information (with Prices masked).

12.3.7.2.1t should not provide any price information like, unit price, tax
percentage, tax amount, AMC/ATS charges, Implementation Charges etc.

12.3.8. After ensuring the above, it shall be placed inside a separate Envelope and
sealed and superscribed on the top of the cover as “PART B-Technical
Proposal for RFP 19/2017-18 dated 07/11/2017 for Implementation Of
Anti-Phishing, Anti-Pharming, Anti-Malware, Anti-Trojan, Rogue attacks,
Website defacement and Dark Web Monitoring managed services in
Canara Bank”.
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12.4.Technical Bid Evaluation Criteria

12.4.1. Technical criteria are classified as below. The table below highlights the

parameters under the technical criteria and scoring methodology.

SL. Criteria Evaluation Max | Documents to be

No. Parameters Marks | submitted

1. Credentials (please refer Note a to ¢)

No. of years of For every year 3 Copies of Work
experience of Bidder of experience order in the

in proposed relevant year.
managed services. Maximum marks 15

2. No. of Tie ups of 1000 - 1500 5 | Undertaking letter
Bidder/OEM with with the list of
ISPs. 1501 - 2000 10 ISPs where tie ups

+2000 15 | have been
entered.
Maximum marks 15

3. Number of clients For each client 1 Copies of Work
for whom the Anti- | experience order/ Client
phishing services reference letter
have been provided | Maximum marks | 15
by Bidder/OEM.

4, Number of Banks 2-5 customers 5 | Copies of Work
presently using the order/ Client
proposed services in | 9710 customers | 10 | reference letter
India / globally. >10 customers |

Maximum marks 15

5. No. of countries 50-100 3 | Undertaking and
across which the public datasheet /
takedowns have 101-150 10 | URL
been achieved by >150
the Bidder/OEM. 15

Maximum marks 15
Sub-total 75
{Credentials)
Manpower/Facilities
(please refer Note
d)

6. The number of For 5 to 10 5 1. Copy of
CISA/CISSP/CEH employees relevant
Certified personnel | For more than 10 | Certificate;
employed by 10 employees 2. Undertaking
Bidder/OEM. letter.
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7. The Bidder/OEM has | For own SOC 5 As per Technical
ISO 27001 Certified : Bid format
Security Operations | Additional 5
Centre. marks for SOC in

India

8. Methodology & Presentation 5 Evaluation based

Approach and on technical
Demonstration proposal and
of the proposed presentation
Managed
services and

capabilities of
the Bidder to
monitor and
takedown the
phishing sites .
within the SLA
time.

Total marks 100

Note:
a. Only last 5-years experience will be counted.
b. Only those experiences will be counted which have duration of at least 1 year.

c. For repeat order/renewal order from the client, only one experience will be
counted in Technical evaluation.

d. For manpower consideration, the Employee should be on the payroll of the Bidding
Company. For this proof in the form of employment letter duly accepted by the
employee or suitable declaration jointly signed by the Employer and Employee
stating date of joining on the Bidding Company’s letterhead should be submitted.
Based on the technical evaluation criteria, each Bidder will be given certain
marks. Only those Bidder s scoring 70% (70 marks out of 100) or above in the
technical evaluation will be short-listed for commercial evaluation.

e. Bank at its sole discretion may lower the qualifying criteria in order to qualify:

i) More than one Bidder in case only one Bidder qualifies the minimum technical
score.

ii) At least two Bidders scoring the highest marks in case none of the Bidders
achieve the minimum qualifying score.

12.5. Part C-Commercial Bid (Indicative):

12.5.1. Commercial Bid (Indicative) should be submitted as per the instruction in
Appendix-C.

12.5.2. Commercial Bid (Indicative) shall be submitted as per Bill of Material and
other terms and conditions of RFP on prices. The Commercial Bid
(Indicative) should give all relevant price information as per Annexure-15.
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Any deviations from the Bill of Material / non submission of prices as per
the format shall make the bid liable for rejection.

12.5.3. Under no circumstances the Commercial Bid should be kept in Part-A (i.e.
Conformity to Eligibility Criteria) or Part B (i.e. Technical Proposal} Covers.
The placement of Commercial Bid (Indicative) in Part A (i.e. Conformity
to Eligibility Criteria) or Part B (i.e. Technical Proposal) covers will make
bid liable for rejection.

12.5.4. The Bill of Material must be attached in Technical Proposal as well as
Commercial Bid (Indicative). The format will be identical for both Technical
Proposal and Commercial Bid, except that the Bill of Material in Technical
Proposal should not contain any price information (Prices to be masked).
Technical Proposal without masked Bill of Materials will be liable for
rejection. Any change in the Bill of Material format may render the bid
liable for rejection.

12.5.5. Bidder must take care in filling price information in the Commercial Offer
(Indicative), to ensure that there are no typographical or arithmetic errors.
All fields must be filled up correctly.Bill of Material that is incomplete or
conditional is liable to be rejected. Any change in Bill of Material format
may render the Bid liable for rejection.

12.5.6. The Bidder should indicate the individual taxes, and its applicable rate
along with the estimated tax amounts to be paid by the Bank.

12.5.7. After ensuring the above, it shall be placed inside a separate Envelope and
sealed and superscribed on the top of the cover as “PART C-Commercial
Bid (Indicative) for RFP 19/2017-18 dated 07/11/2017 for
Implementation Of Anti-Phishing, Anti-Pharming, Anti-Malware, Anti-
Trojan, Rogue attacks, Website defacement and Dark Web Monitoring
managed services in Canara Bank”,

13. Application Money:

13.1.

13.2.

13.3.

This document can be downloaded from Bank’s website
http://www.canarabank.com/english/announcements/tenders. In that event, the
Bidder s should pay the Application Money of Rs.23,600/-(non-refundable) (20,000/-
Plus GST)by means of DD drawn on any scheduled Commercial Bank in favour of
Canara Bank, payable at Bengaluru and submit the same along with “Part-A-
Conformity to the Eligibility Criteria”.

Submission of the Application Money in other than with “Part-A-Conformity with the
Eligibility Criteria” is liable to be rejected on grounds of non-payment of
Application Money.

The Bidder shall bear all costs associated with the preparation and submission of
the bid and the Bank will not be responsible for the costs, regardless the conduct or
outcome of the bidding process. The Bank is not liable for any cost incurred by the
Bidder in replying to this RFP. It is also clarified that no binding relationship will
exist between any of the respondents and the Bank until the execution of the
contract.

14. Earnest Money Deposit (EMD)/Bank Guarantee In Lieu Of EMD:

14.1.

The Bidder shall furnish Non interest earning Earnest Money Deposit (EMD) of
Rs.3,00,000/- (Three Lakhs Only) by way of Demand Draft drawn on any scheduled
bank in favour of Canara Bank, payable at Bengaluru and should be kept along with
the Part-A - Conformity to Eligibility Criteria.
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14.2. In Case the EMD is submitted in the form of Bank Guarantee the same should be
valid for the minimum period of 6 months with additional claim period of 3 months
from the last date for submission of offer. The format for submission of EMD in the
form of Bank Guarantee is as per Appendix-D.

14.3. Submission of EMD in other than Part A-Conformity to Eligibility Criteria Envelope is
liable to be rejected on grounds of non submission of EMD.

14.4, The EMD of the Bidder s not qualified under Technical Proposal will be returned
within 15 days after opening the commercial bid of the technically qualified Bidder
s. The EMD of Technically Qualified Bidder s will be returned upon the selected
Bidder accepting the order and furnishing the Performance Bank Guarantee.

14.5. The EMD may be forfeited/ Bank Guarantee may be invoked:

14.5.1. If the Bidder withdraws or amends the bid during the period of bid validity
specified in this document.

14.5.2. If the selected Bidder fails to accept the purchase order within 7 days or
fails to sign the contract or fails to furnish Performance Guarantee in
accordance with the terms of the RFP.

15. Documentation:
Technical information in the form of Brochures / Manuals / CD etc. of the most current
and updated version available in English must be submitted in support of the Technical
Offer made without any additional charges to the bank. The Bank is at lberty to
reproduce all the documents and printed materials furnished by the Bidder in relation to
the RFP for its own use.

16.Costs & Currency:
The Offer must be made in Indian Rupees only as per Bill of Material (Annexure-15).

17.Erasures or Alterations:

The Offers containing erasures or alterations or overwriting may not be considered. There
should be no hand-written material, corrections or alterations in the offer. Technical
details must be completely filled in. Correct technical information of the product being
offered must be filled in. Filling up of the information using terms such as “OK”,
“accepted”, “noted”, “as given in brochure/manual” is not acceptable. The Bank may
treat such Offers as not adhering to the tender guidelines and as unacceptable.

18. Assumptions/Presumptions/Modifications:

The Bank would like to expressly state that any assumption, presumptions, modifications,
terms, conditions, deviation etc., which the Bidder includes in any part of the Bidder’s
response to this RFP, will not be taken into account either for the purpose of evaluation
or at a later stage, unless such assumptions, presumptions, modifications, terms,
conditions deviations etc., have been accepted by the Bank and communicated to the
Bidder in writing. The Bidder at a later date cannot make any plea of having specified any
assumption, terms, conditions, deviation etc in the Bidder's response to this RFP
document. No offer can be modified or withdrawn by a Bidder after submission of Bid/s.

19, Submission of Bids:

19.1. The Name and address of the Bidder, RFP No. and Due Date of the RFP are to be
specifically mentioned on the Top of the envelope containing Bid.
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19.2. The bid/s properly superscripted in the manner prescribed in earlier clauses of this
RFP should be deposited in the Tender Box at the Place, Venue, Date and Time
mentioned below:

Last Date of Day Time Venue
submission of Bid

28/11/2017 Tuesday | Up to 3.00 PM | Canara Bank, First Floor, DIT
Wing-HO (Annex), Naveen
Complex, 14 M G Road,
Bengaluru 560001,

19.3. If the last day of submission of bids is declared as a holiday under NI Act by the
Government subsequent to issuance of RFP, the next working day will be deemed to
be the last day for submission of the RFP. The Bid/s which is/are deposited after
the said date and time shall not be considered.

19.4. Bids sent through post/courier will not be accepted/evaluated. Bids should be
deposited in the Tender Box.

19.5. If the envelopes, including the outer envelope is not sealed and marked in the
prescribed manner, the Bank will assume no responsibility for the bid’s
misplacement or premature opening.

19.6. The following officials will facilitate in bid related queries and make arrangements
for deposit of bid documents.

First Official » Alternate Official
Mr. R S Vinaya Kumar Mr. K S Satyanarayana
Senior Manager Assistant General Manager
Canara Bank Canara Bank
APM Group, DIT Wing, First Floor, APM Group, DIT Wing
Naveen Complex, 14 M G Road, Naveen Complex, 14 M G Road,
Bengaluru - 560 001. Bengaluru - 560 001.
Tel - 080 25590070 Tel - 080 25590832

19.7. In case bid documents are too bultky to be placed inside the tender box,
arrangements will be made by the above mentioned officials to receive the tender.
However, Bidder should reach the venue before the date and time stipulated as per
above clause 19.2.

20. Bid Opening:

20.1. The Part A-Conformity to Eligibility Criteria shall be opened in the presence of the
Bidder's representative/s who may choose to attend the bid opening as per
following schedule. :

Date Day Time Venue

28/11/2017 | Tuesday 3.30PM | Canara Bank, Second Floor,
Conference Hall, DIT Wing-HO
(Annex), Naveen Complex, 14 M G
Road, Bengaluru 560001,

Bidder’s representative may be present in the place and venue well in time along
with an authorization letter in hand for each bid opening under this RFP, as per
the format (Annexure-6) enclosed.

Note: Authorization letter should be carried in person and shall not be placed
inside in any of the bid covers.
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Attendance of all the representatives of the Bidder s who are present at bid
opening will be taken in a register against Name, Name of the Company and with
full signature,

The Bidder s may note that no further notice will be given in this regard. Further, in
case the bank does not function on the aforesaid date due to unforeseen
circumstances or declared as holiday then the bid will be accepted up to 3.00 PM on
the next working day and bids will be opened at 3:30 PM at the same venue on the
same day.

The following details will be announced at the time of bid opening.

20.4.1. Name of Bidder s participated.

20.4.2. Presence or absence of Application Money and EMD.

20.4.3. Such other details as the Bank at its discretion may consider appropriate.

If any of the Bidder s or all Bidder s who submitted the tender are not present
during the specified date, time, and venue of opening it will be deemed that such
Bidder is not interested to participate in the opening of the Bid/s and the bank at
its discretion will proceed further with opening of the Part A- Conformity to
Eligibility Criteria in their absence.

The Part-A Conformity to Eligibility Criteria submitted by the Bidder will be
evaluated based on Appendix-A stipulated in RFP document. The Part B-Technical
Proposal of only those Bidder s who qualified in Part A- Conformity to Eligibility
Criteria will be opened with due communication by the bank.

The Commercial Bid of only those Bidder s who qualified in Part-B Technical
Proposal will be opened for arriving at L1.

C. Selection of Bidder

21.Preliminary Scrutiny.

21.1.

21.2,

The Bank will scrutinize the Bid/s received to determine whether they are complete
in all respects as per the requirement of RFP, whether the documents have been
properly signed, whether items are offered as per RFP requirements and whether
technical documentation as required to evaluate the offer has been submitted.

Prior to detailed evaluation, the Bank will determine the substantial responsiveness
of each Bid to the bidding document. Substantial responsiveness means that the bid
conforms to all terms and conditions, scope of work and technical specifications
and bidding document is submitted without any deviations.

22. Clarification of Offers:

22.1.

22.2,

During the process of scrutiny, evaluation and comparison of offers, the Bank may,
at its discretion, seek clarifications from all the Bidder s/any of the Bidder s on the
offer made by them. The Bidder has to respond to the bank and submit the relevant
proof /supporting documents required against clarifications, if applicable. The
request for such clarifications and the Bidder s response will necessarily be in
writing and it should be submitted within the time frame stipulated by the Bank.

The Bank may, at its discretion, waive any minor non-conformity or any minor
irregularity in the offer. Bank’s decision with regard to ‘minor non-conformity’ is
final and the waiver shall be binding on all the Bidder s and the Bank reserves the
right for such waivers. :

23.Evaluation of Bid:

23.1.

The Bank will evaluate the bid submitted by the Bidder s under this RFP. The Part
A- Conformity to Eligibility Criteria submitted by the Bidder will be evaluated based
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on Clause-5 of RFP. The Part B-Technical Proposal of only those Bidder s who
qualified in Part A- Conformity to Eligibility Criteria, will be opened with due
communication by the Bank. The Commercial Bid of only those Bidder s who qualify
in Part B-Technical Proposal will be reckoned for evaluation purpose.

23.2. The Bid will be evaluated by a Committee of officers of the Bank. If warranted, the
Bank may engage the services of external consultants for evaluation of the bid. It is
Bank's discretion to decide at the relevant point of time.

24, Normalization of Bids

25,

26.

24.1. The Bank may go through a process of technical evaluation and normalization of the
bids to the extent possible and feasible to ensure that, shortlisted Bidder s are
more or less on the same technical ground. After the normalization process, if the
Bank feels that, any of the Bids needs to be normalized and that such normalization
has a bearing on the price bids; the Bank may at its discretion ask all the
technically shortlisted Bidder s to re-submit the technical and commercial bids once
again for scrutiny. The resubmissions can be requested by the Bank in the following
manner;

24.1.1. Incremental bid submission in part of the requested clarification by the
Bank

OR

24.1.2. Revised submissions of the entire bid in the whole

24.2. The Bank can repeat this normalization process at every stage of bid submission till
Bank is satisfied. The shortlisted Bidder s agree that, they have no reservation or
objection to the normalization process and all the technically shortlisted Bidder s
will, by responding to this RFP, agree to participate in the normalization process
and extend their co-operation to the Bank during this process.

24.3. The shortlisted Bidders, by submitting the response to this RFP, agree to the
process and conditions of the normalization process.

Intimation to Qualified/Successful Bidder’s:

The Bank will prepare a list of qualified Bidder s at each stage on the basis of evaluation
of Part A-Conformity to Eligibility Criteria, Part - B Technical Proposal and Part C-
Commercial Bid. The names of qualified Bidder s at each stage would be announced on
the Bank’s website (i.e. http://www.canarabank.com/english/announcements/tenders)/
Notice Board. Commercial Bids of only technical qualified Bidder s shall be opened. Final
list of the Bidder s (L1, L2, L3....etc) will be announced as indicated above. No separate
intimation will be sent to successful Bidder.

Correction of Error In Commercial Bid:

Bank reserves the right to correct any arithmetical errors furnished in the Commercial Bid.
If any such errors are noticed it will be rectified on the following basis:

26.1. Bank may waive off any minor infirmity or non-conformity or irregularity in a bid,
which does not constitute a material deviation.

26.2. If there is discrepancy between the unit price and total price (which is obtained by
multiplying the unit price by the gquantity), the unit price shall prevail and the total
price shall be corrected accordingly.

26.3. If there is discrepancy between percentage and amount, the amount calculated on
percentage basis will prevail.

26.4. If there is discrepancy in the total arrived at Bill of Material (addition, subtraction,
multiplication, division and carryover of amount from one page to another), correct
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total will be arrived by the Bank and the same will prevail over the total furnished
in the Bill of Material

If there is a discrepancy between words and figures, the rate/ amount in words
shall prevail, unless the amount expressed in words is related to an arithmetical
error in which case, the amount in figures will prevail, subject to the above two
provisions.

26.6. If the Bidder does not accept the correction of errors, the bid will be rejected.

27.Determination of L1 Price:

27.1. L1 Price will be determined after giving effect to arithmetical correction, if any.

27.2. The L-1 bidder will be determined on the basis of the lowest price quoted in the
Reverse Auction. The Reverse Auction would be conducted for Total Cost of
ownership given in Bill of Material (indicative) as per Annexure-15 of RFP or in a

27.3.

27.4.

manner

described in paragraph F of Appendix-G Brief Business Rules and Terms &

Conditions of Reverse Auction are detailed in Appendix-G.

Online Reverse Auction:

27.3.1.

27.3.2.

27.3.3.

27.3.4.

27.3.5,

27.3.6.

Bidders, whose Commercial Bids (Indicative) has been opened by the Bank
will be called for the Reverse Auction.

Reverse Auction event will be carried out among the technically qualified
Bidders, based on evaluation of Part B-Technical Proposal, for providing
opportunity to the Bidders to quote the price dynamically for the
procurement for which RFP is floated and also to get the most competitive
price.

For finalization of the most competitive offer, the Bank will conduct
“Reverse auction” The detailed procedure and Business rules for the
Reverse auction is given as per Appendix-G.

Bank will call the technically qualified bidders whose Commercial Bids
(Indicative) have been opened by the Bank for participating in the Reverse
auction process which will be conducted by an Auction company authorized
by the Bank. Bank will share the contact details of the concerned person of
the Auction Company. Specific rules for this particular event viz. date and
time, CAP price, bid decrement value, duration of event etc. shall be
informed by the Auction Company to the participating bidders before the
event. The bidders should furnish indicative prices for the project in their
Indicative Commercial Bid to facilitate finalizing the start bid for “Reverse
auction”. However, the CAP price for Reverse auction will be fixed by the
Bank.

Bidders should note that the indicative commercial bid is considered for the
purpose of conducting Reverse auction process only. The L-1 bidder will be
decided only later, on finalization of prices through Reverse auction.

The L1 bidder emerging at the end of the Reverse Auction process shall be
required to submit the break-up of their Final price (last bid price) again as
per Annexure-15 within 2 working days. Failure or refusal to offer the
services/goods at the price committed through Reverse Auction shall result
in forfeit of the EMD with the Bank, which may please be noted.

Re-auction/s Rules :

27.4.1.

Bank may consider the option of a Re-Auction/s in following circumstances:
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27.4.1.1. At the end of the Reverse Auction, L1 price is not acceptable to
the Bank.

27.4.1.2. During the process of reverse auction, if there is no bids from
logged in bidders, Bank may decide a re-auction by increasing
the CAP price for Re-auction.

27.4.1.3. At the end of the Reverse Auction If only one bidder puts up
bid/s, Bank at its discretion may decide a re-auction.

Even after conducting Reverse Auction/s, if no Bidder has quoted or the
prices quoted by them are not acceptable to the Bank. Bank at its
discretion can ask all the technically qualified Bidders to submit the Closed
Commercial Bid by giving sufficient time to the Bidders. If Bidder/s are not
submitting the Commercial Bid in due date and Time, their EMD will liable
to be forfeited. If the EMD is submitted by the way of BG, Bank can its
discretion invoke the Bank Guarantee.

Canara Bank reserves the right to reject any or all proposals. Similarly, it
reserves the right not to include any bidder in the final short-list.

27.5. The Bank reserves the right to modify any terms, conditions and specifications of
the RFP and Bank reserves the right to obtain revised price bids from the bidders
with regard to change in RFP clauses. The Bank reserves the right to accept any bid
in whole or in part.

28. Government of India Guidelines On Purchase Preference:

28.1. Procurement through Micro & Small Enterprises [MSEs]:

Procurement through MSEs will be done as per the Policy guidelines issued by the
Ministry of Micro, Small & Medium Enterprises from time to time. Following are the
conditions applicable as per the Government of India Guidelines

28.1.1.

28.1.2.

28.1.3.

28.1.4,

28.1.5.

This MSEs should have been registered with :

28.1.1.1. District Industries Centres or

28.1.1.2. Khadi Village Industries Commission or

28.1.1.3. Khadi& Village Industries Board or

28.1.1.4. Coir Board or National Small Industries Corporation or
28.1.1.5. Directorate of Handicrafts & Handloom or

28.1.1.6. Any other body specified by the Ministry of Micro, Small &
Medium Enterprises.

MSEs participating in tenders, quoting price within price band of L1+15%
shall also be allowed to supply a portion of requirement by bringing down
their price to L1 in a situation where L1 price is from someone other than
MSE & such MSE shall be allowed to provide service upto 20% of total
tendered value. In case of more than one such MSE, the services shall be
shared proportionately according to the tendered quantity.

Bank shall procure minimum 20% of their annual value of goods or services
from MSEs.

Special provisions for MSEs owned by SC or ST-

Out of the 20% annual target from MSE, a sub-target of 20% [i.e. 4% out of
20%] shall be earmarked for procurement from MSE owned by SC or ST
entrepreneurs.

MSEs are also exempted from paying Application fee/cost & EMD.
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28.1.6. MSEs should submit the relevant documentary proof for claiming the
exemptions.

28.1.7. MSEs shall have basic required qualification under eligibility criteria
specified in the RFP and the above Policy will be applicable to those
qualifying Bidder s only.

28.2. The Eligible MSEs who intend to match the L1 Price (ultimately decided by the
Bank) shall indicate the willingness to match the L1 Price within 6 working days
from the date of communication from the Bank to avail the purchase preference.

28.3. The details are available on web site dcmsme.gov.in. Interested vendors are
requested to go through the same for details.

Bid Validity Period:

The Offer submitted and the prices quoted therein shall be valid for 180 days from the
date of opening of Commercial Bid. Bid valid for any shorter period shall be rejected by
the Bank.

Proposal Ownership:

The proposal and all supporting documentation submitted by the Bidder shall become the
property of the Bank. As the Bidder’s proposal is important for the evaluation and
selection process, it is important that, the Bidder carefully prepares the proposal as per
the prescribed format only. Under no circumstance, the format can be changed, altered
or modified. Bidder s must provide categorical and factual replies to specific questions.
Bidder s may provide additional technical literature relating to their proposal but in a
separate Annexure. Correct and current technical details must be completely filled in.
The Appendices/Annexures to this RFP shall form integral part of the RFP.

Project Ownership:

31.1. If the Bidder is offering solutions/products from other Bidder s/principals, as
required in this RFP, they shall detail the responsibilities of the parties involved and
also submit a letter of undertaking from the parties mentioning their consent and
assurance for satisfactory performance of the project. The Bidder must specify any
and all relationships with third parties in respect of the ownership and also
maintenance & support of all software related to Implementation of Anti-Phishing,
Anti-Pharming, Anti-Malware, Anti-Trojan, Rogue attacks, Website defacement and
Dark Web Monitoring managed services which are relevant to this RFP.

31.2. Ownership letter by the Bidder to be submitted (Undertaking letter by the Bidder
taking the ownership of the project execution) in case third party is also involved in
project execution either fully or partially. The Bidder shall also submit the
ownership certificate issued by the third party clearly mentioning the extent of
ownership.

Right to Alter Quantities/Location:

In the event of changes in plans of the Bank, Bank reserves the right to alter the
quantities / locations for implementing the services by adding/deleting/substituting the
devices/locations, etc from the ones specified in the tender at the same rate arrived at
on the same Terms and Conditions of this Tender.

Acceptance of Offer:

33.1. The Bank reserves its right to reject any or all the offers without assigning any
reason thereof whatsoever.

33.2. The Bank will not be obliged to meet and have discussions with any Bidder and/or
to entertain any representations in this regard.
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33.3. The bids received and accepted will be evaluated by the Bank to ascertain the best
and lowest bid in the interest of the Bank. However, the Bank does not bind itself
to accept the lowest or any Bid and reserves the right to reject any or all bids at
any point of time prior to the order without assigning any reasons whatsoever. The
bank reserves the right to re-tender the RFP with or without modifications.Bank
shall not be obliged to inform the affected Bidder (s) of the grounds for the Bank's
rejection.

33.4. The Bidder including those, whose tender is not accepted shall not be entitled to
claim any costs, charges, damages and expenses of and incidental to or incurred by
him through or in connection with his submission of tenders, even though the Bank
may elect to modify/withdraw the tender.

34, Award of Contract:

35.

34,1, The Bidder who is L1 as per above Clause 27 will be referred to as the selected
Bidder and Bank will notify the name of the selected Bidder by display in the
Notice Board of the Bank.

34.2. The contract shall, be awarded and the order shall be placed on selected L1 Bidder.
Bank may release the order either in Full or in part or place more than one order
towards the contract based on project plan.

34.3. The selected Bidder shall submit the acceptance of the order within seven days
from the date of receipt of the order. No conditional or qualified acceptance shall
be permitted. The effective date for start of provisional contract with the selected
Bidder shall be the date of acceptance of the order by the Bidder.

34.4. Bank reserves its right to consider at its sole discretion the late acceptance of the
order by selected Bidder.

34.5. The Shortlisted Bidder /s will be required to supply the solution to various branches
/ Offices of the Bank at the rates not higher than the agreed rate finalized under
this RFP.

Project Team:

35.1. The Project team assigned for Audit activity should have experience in Anti-
Phishing, Anti-Pharming, Anti-Malware, Anti-Trojan, Rogue attacks, Website
defacement and Dark Web Monitoring managed services.

35.2. Security certifications like CISA/CISM/CISSP/CEH and security related certification
holders etc. are preferred.

35.3. The selected Bidder shall nominate a Project Manager, who shall having at least
five years experience in the Information Technology field, out of which he/she
should have minimum three years experience in the IT Security Audit/Monitoring
related Projects.

35.4. The selected Bidder should ensure that the members of Project team are actively
involved in the conduct of the Audit/Monitoring throughout the period of the
contract. All members proposed by the Bidder should be permanent employees on
the rolls of the bidding organization. No part of the engagement shall be outsourced
by the selected Bidder to any third party vendor.

35.5. During the assignment, the substitution of key staff identified for the assignment
will not be allowed unless such substitution becomes unavoidable to overcome the
undue delay or that such changes are critical to meet the obligation. In such
circumstances, the Bidder can do so only with the concurrence of the Bank by
providing other staff of same level of qualifications and expertise. However, the
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