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Bid Details in Brief Description

__Details

SL. No. Descp:[;fibﬁv

1. EO! No. EO1 01/2016-17 dated 29/11/2016

Request for Expression of Interest for
2, Brief Description of the EQI Empanelment of Consultants for
information Technology Security
Deputy General Manager

Canara Bank, AP&M Group,

DIT Wing, 1* Floor,

Naveen Complex,

14, MG Road,

Bengaluru -560 001 -
Tel - 080-25590070, 25584873

Fax- 080-25596539

Email: hoditapm®@canarabank.com
Senior Manager, Asset Procurement &
Management Group

3 Bank’s Address for Communication and
’ Submission of Tender

4, Date of Issue 29/11/2016, Tuesday
o Last Date of Submission of Queries for N P
5. Pre Bid Meeting 05/12/2016, Monday, 3.00 PM
6 Date of Pre Bid Meeting 07/12/2016, Wednesday, 11.30 AM
7. Last Date of Submission of Bids 21/12/2016, Wednesday up to 3.00 PM
8. Date of Opening of Bid 21/12/2016, Wednesday at 3.30 PM
9. Application Fees (Non Refundable) Rs. 5,000 /-
10. | Earnest Money Deposit{Refundable) Rs. 5,00,000 /-
This document can be downloaded from Bank’s website
http://www.canarabank.com/english/announcements/expression-of-interest . In that

event, the bidders should pay the Application Fee for EOl document by means of DD drawn
on any scheduled Commercial Bank for the above amount in favour of Canara Bank, payable
_at Bengaluru and submit the same along with the EOL.
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Disclaimer

The information contained in this Expression of Interest (“EOI”) document or information
provided subsequently to bidders or applicants whether verbally or in documentary form
by or on behalf of Canara Bank (or Bank), is provided to the bidder{s) on the terms and
conditions set out in this EOl document and all other terms and conditions subject to
which such information is provided. This EOI document is not an agreement and is not an
offer or invitation by Canara Bank to any parties other than the applicants who are
qualified to submit the bids (hereinafter individually and collectively referred to as
“Bidder” or “Bidders” respectively). The purpose of this EQ! is to provide the Bidders with
information to assist the formulation of their proposals. This EOI does not claim to contain
all the information each Bidder require. Each Bidder may conduct its own independent
investigations and analysis and is free to check the accuracy, reliability and completeness
of the information in this EQl. Canara Bank makes no representation or warranty and shatl
incur no liability under any law, statute, rules or regulations as to the accuracy, reliability
or completeness of this EOl. The information contained in the EQl document is selective
and is subject to updating, expansion, revision and amendment, It does not purport to
contain all the information that a Bidder require. Canara Bank does not undertake to
provide any Bidder with access to any additional information or to update the information
in the EOI document or to correct any inaccuracies therein, which may become apparent.

Canara Bank reserves the right of discretion to change, modify, add to or alter any or all of
the provisions of this EQl and/or the bidding process, without assigning any reasons
whatsoever. Such change will be published on the Bank's Website (www.canarabank.com)
and it will become part and parcel of EOI.

Canara Bank in its absolute discretion, but without being under any obligation to do so,
update, amend or supplement the information in this EOl. Canara Bank reserves the right
to reject any or all the expression of interest / proposals received in response to this EOI
document at any stage without assigning any reason whatsoever. The decision of Canara
Bank shall be final, conclusive and binding on all the parties.
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Abbreviations used in this Document

SI.No. Abbreviation Description

1. AMC Annual Maintenance Contract

2, ATS Annual Technical Support ‘

3. CBS Core Banking Solution

4, cvC Central Vigilance Commission

5. DC Data Centre

6. DD Demand Draft

7. DIT Department of information Technology

8. DRC Disaster Recovery Centre

9, IFSC Indian Financial System Code
10, IT Information Technology

11. NEFT National Electronic Fund Transfer

12. NI ACT Negatiable Instrument Act

13. PAN Permanent Account Number

14, RFP Request for Proposal

15. RFQ Request for Qualification

16. RTGS Real Time Gross Settlement

17. SOC Security Operation Centre
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1.

2.

4.

About Canara Bank

CANARA BANK, a body Corporate and a premier Public Sector Bank established in the
Year 1906 and. nationalized under the Banking Companies (Acquisition and Transfer of
Undertakings) Act, 1970, having its Head office at 112, J C Road Bengaluru-560002 and
among others is having Department of Information Technolegy Wing at Naveen Complex,
No.14, M G Road, Bengaluru-560001. The Bank is having Pan India presence of more
than 5800 branches, 21 Circle Offices & 118 Regional Offices situated across the States
and presence in abroad. The Bank is working on Core Banking System using Flex cube
solutions. As part of initiatives, the Bank has also deployed various IT applications /
products like ATMs, Internet & Mobile Banking, UPI, Financial Inclusion, RTGS/NEFT,
Depository Services, and Online Trading etc. In addition to these, the Bank proposes to
implement several new IT Projects on an on-going basis depending upon the needs. The
Bank is a forerunner in implementation of IT related products and services and
continuously making efforts to provide the state of art technological products to its
customers.

Definitions:

2.1, ‘Bank’ means, unless excluded by and repugnant to context or the meaning
thereof, shall mean ‘Canara Bank’, described in more detail in paragraph 1 above
and which has invited bids under this Expression of Interest and shall be deemed
to include it successors and permitted assigns.

2,2, ‘EQI" means this Expression of Interest for Empanelment of Consultants for
Information Technology Security for our Bank.

2.3. The firms, institutions & companies submitting the proposal in response to this
EOI shall hereinafter be referred to as ‘Bidder’.

. About EQI

3.1. Bank intends to empanel Consultants who can provide suitable and appropriate
technical consultancy services for Information Technology Security.

3.2. The EOI document is not a recommendation or invitation to enter the contract,
agreement or any other arrangement in respect of the services. The provision of
the services is subject to compliance to selection process and appropriate
documentation being agreed between the bank and selected vendors as identified
by the bank after completion of the selection process. -

Objective

4.1. Canara Bank invites application from reputed Bidders to submit their “Expression
of Interest” who fulfills the eligibility criteria as given below for empanelment of
Consultants for Information Technology Security in our Bank.

4.2, The bidders satisfying the Eligibility Criteria as per the EQOl and having experience
in IT consuttancy services in BFSI sector may respond.
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5. Eligibility Criteria

Bidders meeting the following Eligibility Criteria may respond to this EOI:

Sl. Eligibility Criteria Documents to be submitted

No. along_with the EOI

1. | The Bidder shoutd be a registered | Copy of the certificate  of
company in India under Indian Companies | incorporation and certificate of
Act 1956 or LLP and in existence for at | commencement of  business  on
least three years as on the date of EOI. Registration certificate.

In case of LLP, Partnership Deed to be
o submitted. B

2. | The Bidder should have national presence | Experience certificate from PSU
with minimum experience of 3 years (as | Banks or Assignment letters/order
on 31/03/2016) as a technical consultant | letters, client references. The order
for advisory services for Information | copies / certificates should prove
Technology Security/Risk Management in | that the consultant has experience of
PSU Bank. - 3 years.

3. | The Bidder should have a minimum net | The Bidder must produce a
worth of at least 25 crores in each of | certificate from the Company’s
the past three years i.e., 2013-14, 2014- | Chartered Accountant to this
15 and 2015-16 (Tangible Net worth of | effect.
the bidder).

Audited Balance Sheet for last
three years.

4. | The bidder shall have local office in | The Bidders to furnish their details
Bengaluru and also in Mumbai with own | like contact details with postal
perscnnel / Support Centers to liaison | address, no. of personnel etc
various activities. besides Local Contact Person Name,

Address, Phone No, Mobile No,
Email etc.

5. | The bidders firm or its subsidiaries | A self declaration must be
should not be engaged with Bank in the | furnished.
business of System Integration of
hardware or software solution providers
or implementation services or providing
facilities management services.

6. | The bidder should not have been A self dectaration to this effect
blacklisted/barred/disqualified by any must be furnished.
regulator/statutory body.

7. | The bidder should have provided | Suitable Certificate from the Bank
consultancy services to any Bank in to this effect.

India in  implementing  Security
Operation Centre (50C).
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6. Application Money and EMD:

6.1. The following amount shall be payable towards Application money and EMD.

Application fees for By way of DD favouring “Canara Bank” payable at

Rs.5,000/- (Non Refundable) | Bengaluru.

Non Interest EMD for By way of DD favouring “Canara Bank” payable at

Rs.5,00,000/- {Refundable) Bengaluru/ Bank Guarantee in lieu of EMD as per
ANNEXURE-8. o -

6.2. Further, all bidders shall have to comply the following:
6.2.1. Failure to produce the documents as necessary proof along with the EMD
and Application fee while submission of EQl proposal shall render the
applicant ineligible for empanelment.

6.2.2. The Bidder should submit separate DDs one each for EMD and Application
Fee, if DDs are submitted,

6.2.3. The Bidder should not provide any commercial proposal with the response
to this EOI.

7. Scope of Empanelment:

7.1. Empanelment would be for Consultants for Infermation Technology Security in
Canara Bank.

7.2, Empanelment would be far TWQ YEARS. However, the Bank reserves the right to
cancel or extend the validity period of empanelment. Bank’s decision will be final
in this regard.

7.3. During Empanelment pericd, Bank will float limited tenders amongst the qualified
empanelled vendors and seek responses for various requirements. Individual
tender/s will contain detailed terms and conditions, instructions, location details
and scope of work. Such limited tenders shall be floated by Bank.

7.4. The guidelines issued by Ministry of Finance, Central Vigilance Commission and
any other statutory / regulatory body related to setection, appointment and
employment of Consultants from time to time, shall be applicable.

8. Empanelment Procedure

The consultant will be empanelled as per the following process:

8.1. Consultants satisfying the eligibility criteria will be short listed after due scrutiny
of documents submitted by the bidder.

8.2. All the shortlisted intending bidders have to make a presentation before a panel
of Bank Officials. The date of presentation shall be intimated to the short listed
bidders in advance. '

8.3. Based on the documents submitted, the presentations made and the expertise,
the panel shall select the consultants for empanelment.

Canara Bank, DIT Wing, HO - EOI 01/2016-17 dated 29/11/2016 ' Page 8 of 28




dorer ¥ @Canara Bank

9. De-empanelment of bidders

10.

9.1.

9.2.

9.3.

9.4,

During empanelment period, the Bank reserves the right to de-empanel any
vendor. The Bank’s decision will be final in this regard.

Bank should retain with themselves the authority to blacklist or bar a bidder for a
specified period of the time from participating in its procurement process where
the Bank has authentic information the bidder has been debarred from
participating in the procurement process by a foreign country, international
organization or by a local organization on ground of fraud or corruption or for
some other reason which, in the opinion of the Bank is not compatible with its
procurement policy and ethical standard.

If the service provided by the vendor is found to be unsatisfactory or if at any
time it is found that the information provided for empanelment or for any tender
is false or if irregutarities shown by the vendor when applying for the tenders, the
Bank reserves the right to remove such Bidders from the empanelled list without
giving any notice to the vendor in advance.

Empanelled Vendors not submitting their response continuously for 3 limited
tenders may be de-listed from our empanelment list at the discretion of the
Bank.

Scope of Work of Consultant

Scope of Empanelment for Information/Cyber Security Consultancy Services.

The Information/Cyber Security Consultancy Services include:

10.1. Consultancy and Project Management Services for Security Operation Center:

10.1.1. Provide end to end consultancy services for the project that includes but
not limited to Formulating strategies, planning for efficient and
effective implementation of 50C.

10.1.2. Conduct study of existing IT architecture (the Network devices/
applications/Databases/Web applications etc.) and the associated risks,
various Regulatory guidelines and the existing security devices and
provide inputs on required solutions/processes/Human rescurces/skill
sets/training requirements for SOC.

10.1.3. To assist Bank in preparing and finalizing the scope of work and
technologies/solutions required for SOC implementation duly taking in to
account the risk considerations, feasibility/scalability aspects. To assist
Bank in Preparation of RFP covering all the SOC requirements agreed
upon by the Bank including the scope of work.

10.1.4. Provide end to end Assistance to Bank in the process of vendor
evaluation and selection of system integrator.

10.1.5, Assist Bank in engaging the Selected Vendor by facilitating bank in
drafting and signing of MOU/SLAs and monitoring of SLA/MOU till the
completion of the project.

10.1.6. Provide Project Management Services for but not limited to managing
and monitoring the implementation of solutions as part of SOC, their
integration, acceptance testing of the implemented solutions, validation
of deliverables etc.
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10.2. Information Security Gap Assessment :

10.2.1.Conducting a thorough study of our existing IT environment/
architecture (spread across various locations) and the existing physical
and logical controls and Information Security posture in the light of
Bank’s security policies & Regulatory guidelines, global best practices of
Security, I1SO 27001, NIST etc. and assess the gaps : The study shall
cover all IT assets including Human resources asseciated with 1T and IS
environments in the Bank.

10.2.2. Review the existing Information Security and cyber poticies, guidelines
etc. for adequacy and for compltiance with Regulatory reguirements.

10.2.3. Submit the Gap assessment report with Suggested remedial measures for
correcting the gaps along with relevant documents.

10.2.4. Suggest controls under Administrative, Technical and Physical categories
to mitigate the gaps.

10.2.5, Extend guidance and Support bank in implementing the remedial
measures /controls suggested to fill in the gaps identified in the analysis.

10.2.6. Shall also provide support to implement benchmark baseline security
hardening in line with global practices and also provide with relevant
documents

10.3. Comprehensive Security Audit.

The objective of Comprehensive Security Audit is to verify the levels of Bank’s
Information Security preparedness in general and cyber preparedness in specific.
On completion of Gap assessment and implementing control measures to fill in
the gaps identified in assessment process, assist Bank in conducting
Comprehensive Security Audit by the external auditors providing end to end
consultancy services that includes but not limited to.

10.3.1. Assist Bank in preparing and finalizing the scope of work and Audit
methodology for conducting Comprehensive Security Audit, in
cansultation with the bank.

10.3.2, Assist Bank in engaging a vendor/audit firm for conducting
Comprehensive Security Audit and make appropriate recommendations.

10.3.3. The Scope for Comprehensive Security Audit should include but not
limited to Audit of existing IT infrastructure, Network Architecture,
Application Architecture, DBMS, Processes, Policies and Operations to
verify the resilience levels of security posture of the Bank and the levels
of compliance with Regulatory guidelines on Information/cyber security.

10.3.4. Guide the Bank in implementing the measures suggested by the External
agency that has conducted the security audit to correct audit
observations and verify the implementations for their correctness.

11. Conflict of Interest:

11.1. The consultant shall not receive any remuneration in connection with the
assignment except as provided in the contract. The consultant and its affiliates
shall not engage in consulting or other activities that conflict with the interest of
the employer under the contract.
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12.

13.

14,

11.2. The IT Consultant and any of its affiliates / conscrtium members will not be
eligible to work in any of the projects as IT implementation agency where the
consultant has provided their consultancy services.

11.3. The consultant shall not get associated as consultant / advisor / implementation
agency or in any other capacity with any of the agencies taking part in the bid
process in the project in which the consultant is appointed as consultant.

11.4. Participation by IT Consultant with a conflict of interest situation will result in
the disqualification.

Bid Document & Cost

12.1. This document can be downloaded from Bank’s website
http://www,canarabank.com/english/announcements/expression-of-interest. In
that event, the bidders should pay the Apptication Fee of Rs.5,000/- for tender
document by means of DD drawn on any scheduled Commercial Bank for the
above amount in favour of Canara Bank, payable at Bengaluru and should be
kept along with the bid cover. Submission of the cost of the bid document in
other than the bid cover is liable to be rejected on grounds of non-payment of
the cost of the bid document.

12.2. The Bidder shall bear all costs associated with the preparaticn and submission of
the bid and the Bank will not be responsible for the costs, regardless the
conduct or outcome of the bidding process. The Bank is not liable for any cost
incurred by the bidder in replying to this EOI. It is also clarified that no binding
relationship will exist between any of the respondents and the Bank until the
execution of the contract.

Pre-Bid Queries

13.1. The bidder should carefully examine and understand the scope and, terms and
conditions of EOl and may seek clarifications, if required. The bidders in all such
cases seek clarification in writing in the same serial order of that of the EOI by
mentioning the relevant page number and clause number of the EQI.

13.2, All communications regarding points requiring clarifications and any doubts shail
be given in writing to the Deputy General Manager, Canara Bank, DIT Wing,
HO(Annexe), 14, M G Road, Bengaluru - 560 001 or an email can be sent to
hoditapm@®@canarabank.com by the intending bidders before 03:00 PM on
05/12/2016 (Monday).

13.3, No queries will be entertained from the bidders after the above date and time.

13.4. No oral or individual consultation shall be entertained.

Pre-Bid meeting

14.1. A pre-bid meeting of the intending bidders will be held as scheduled below to
clarify any point/doubt raised by them in respect of this EOI.

Date Day Time Venue
07/12/2016 Wednesday | 11.30AM | Canara Bank, DIT Wing,
Conference Hall, 11 Floor,
Naveen Complex, 14 M.G Road,
Bengaluru - 560001.
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14.2.

14.3.

14.4.

No separate communication will be sent for this meeting. If the meeting date is
declared as a holiday under NI Act by the Government subsequent to issuance of
EQI, the next working day will be deemed to be the pre-bid meeting day.
Authorized representatives of interested bidders shall be present during the
scheduled time. In this connection, Bank will allow a maximum of TWO (2)
representatives from each Bidder to participate in the pre-bid meeting.

Bank has the discretion to consider any other queries raised by the bidder’s
representative during the pre-bid meeting.

The Bank will consolidate all the written queries and any further queries during
the pre-bid meeting and the replies for the queries shall be made available in the
Bank’s website and no individual correspondence shall be made. The clarification
of the Bank in response to the queries raised by the bidder/s, and any other
clarification/amendments/corrigendum furnished thereof will become part and
parcel of the EOI and it will be binding on the bidders.

Non receipt of reply to the queries raised by any of the Bidders shall not be
accepted as a valid reason for non submission of Bid. In addition, non reply to any
query may not be deemed the version of the Bidder as reflected in the query has
been accepted by the Bank

15. Amendment to EQI

15.1.

15.2.

15.3.

At any time prior to deadline for submission of Bids, the Bank, for any reason,
whether, at its own initiative or in response to a clarification requested by
prospective bidder, may modify the bidding document, by way of an amendment.

Notification of amendments will be put up on the Bank’s website
(www.canarabank.com) and will be binding on all bidders and no separate
communication will be issued in this regard.

In order to allow prospective bidders reasonable time in which to take the
amendment into account in preparing their bids, the Bank, at its discretion, may
extend the deadline for a reasonable period as decided by the Bank for the
submission of Bids.

16. Preparation of Bids

16.1.

16.2.

16.3.

All bids and supporting documents shall be submitted in English and on A4 size
paper, spirally bound securely and in serial order. The response should be
submitted in a structured format as per the checklist appended.

All pages of ECI should be stamped and signed by Authorized Signatory of the
Bidder. All pages of the bid document should be serially numbered and shall be
signed by the authorized person/s only. The person/s signing the bid shall sign all
pages of the bid and rubber stamp should be affixed on each page. The bidder
shoutd submit a copy of Board Resolution or power of attorney document showing
that the signatory has been duly authorized to sign the bid document.

The bid must contain EMD/ Bank Guarantee in lieu of EMD as per ANNEXURE-8 of
this document. The Conformity to Eligibility Criteria should be complete in all
respects and contain all information sought for, as per ANNEXURE-1.
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. 17. Earnest Money Deposit (EMD)/Bank Guarantee In Lieu Of EMD

17.1.

17.2.

17.3.

17.4,

The hidder shall furnish Non interest earning Earnest Money Deposit {EMD) of
Rs.5,00,000/- (Rupees Five Llakh Only) by way of Demand Draft drawn on any
scheduled bank in favour of Canara Bank, payable at Bengaluru and should be
kept along with the bid.

In Case the EMD is submitted in the form of Bank Guarantee, the same should be
valid for the minimum period of 12 months from the last date for submission of
offer. The format for submission of EMD in the form of Bank Guarantee is as per
ANNEXURE-8.

The EMD of bidders will be returned upon the finalization of Empanelment.

The EMD may be forfeited/ Bank Guarantee may be invoked, if the bidder
withdraws or amends the bid during the period of bid validity which is six months
from the date of Expression of Interest or date of finalization of the
empanelment whichever is later.

18. Erasures or Alterations

The Offers containing erasures or alterations or overwriting will not be considered.
There should be no hand-written material, corrections or alterations in the offer.
Technical details must be completely filled in. Correct technical information of the
product being offered must be filled in. Filling up of the information using terms such
as “OK”, “accepted”, “noted”, “as given in brochure/manual” is not acceptable. The
Bank may treat such Offers as not adhering to the tender guidelines and as
unacceptable.

19. Submission of Bids

19.1.

19.2.

19.3.

The sealed envelope containing the response to EQi along with the required
documents shall be superscribed on the top of the envelope “ Empanelment of
Consuttants for Information Technology Security in response to EOl 01/2016-17 dt
29.11.2016. The Name and address of the bidder should also be specifically
mentioned on the top of the sealed envelope. The EOI response should be
deposited in the Tender Box at the Place, Venue, Date and Time mentioned
below:

Last Date of Day Time Yenue
submission of
Bid

21/12/2016 Wednesday | Up to | Canara Bank, DIT Wing, First
3.00 Floor, Naveen Complex, 14 M.G
PM Road, Bengaluru - 560 001.

If the last day of submission of bids is declared as a holiday under NI Act by the
Government subsequent to issuance of EOI, the next working day will be deemed
to be the last day for submission of the EOl. The Bid/s which is/are deposited
after the said date and time shall not be considered.

Bids sent through post/courier will not be accepted/evaluated. No offer will be
accepted directly.
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19.4.

19.5.

19.6.

19.7.

If envelope containing bid documents is not sealed and marked in the prescribed
manner, the Bank will assume no responsibility for the bid's misplacement or
premature opening.

The following officials will facilitate in bid related queries and make
arrangements for deposit of bid documents.

First Official Alternate Official

Mr, S Siva Mr. K § Satyanarayana

Senior Manager Assistant General Manager

Canara Bank Canara Bank

AP & M Group, DIT Wing, First Floor, | AP & M Group, DIT Wing, First Floor
Naveen Complex, 14 M G Road, Naveen Complex, 14 M G Road,
Bengaluru - 560 001. Bengaluru - 560 001.

Tel - 080 25590070 Tel - 080 25590832

In case bid documents are too bulky to be placed inside the tender box,
arrangements will be made by the above mentioned officials to receive the
tender. However, bidder should reach the venue bhefore the date and time
stipulated above.

The bidder shall bear all costs associated with the preparation of and submission
of the bid including cost of preparation/presentation etc. The Bank will not be
responsible or liable for these costs, regardless of the conduct or outcome of the
bidding process.

20. Bid Opening

20.1.

20.2.

20.3,

EOl will be opened in the presence of the Bidder's representative/s who may
choose to attend the bid opening as per following schedule.

Date Day Time © Venue
21/12/2016 | Wednesday 3.30PM Canara Bank, Conference Hall, I
Floor, Naveen Complex, 14 M.G
Road, Bengaluru 560001.

Bidder’s representative may be present in the place and venue well in time along
with an authorization letter in hand for each bid opening under this EOI, as per
the format (ANNEXURE-5) enclosed and sign in Register of Attendance during
opening of EQI.

Note: Authorization letter should be carried in person and shall not be placed
inside in any of the bid covers

If any of the bidders or all bidders who submitted the tender are not present
during the specified date, time and venue of opening, it will be deemed that such
bidder is not interested to participate in the opening of the Bid/s and the bank at
its discretion will proceed further with opening of the EQI in their absence.

The Bidders may note that no further notice will be given in this regard. Further,
in case the bank does not function on the aforesaid date due to unforeseen
circumstances or holiday, then the bid will be accepted up to 3.00 PM on the next
working day and bids will be opened at 3:30 PM at the same venue on the same
day.
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21. Evaluation of EOQI

21.1,

21.2.

21.3.

The Bank will evaluate the bid/s submitted by the bidder/s under this EQI by the
officers of the bank. The Bank may engage an external agency for evaluation of
the bid. It is Bank's discretion to decide at the point of time.

The Bank will scrutinize the Bid/s received to determine whether they are
complete in all respects as per the requirement of EQl, whether the documents
have been properly signed and whether items are offered as per EOI
requirements, whether technical documentation as required to evaluate the offer
has been submitted. The Bank may, at its discretion, waive any minor non-
conformity or any minor irregularity in the bid which does not constitute a
material deviation. Bank's decision with regard to ‘minor non-conformity’ is final
and the waiver shall be binding on all the bidders and the Bank reserves the right
for such waivers.

EOI submitted by the bidder will be evaluated based on the format mentioned in
ANNEXURE-1. Bidders who will qualify from Eligibility Criteria Evaluation will be
empanelled. Period of empanelment will be decided by the Bank. The short listed
applicants will be notified in due course. Only shortlisted applicants will be
invited to participate in the tender/RFP. Mo interim enquiries will be
entertained. The decision taken by the Bank shall be final and no representation
or correspondence shall be entertained.

22, Clarifications Of Offers

22.1.

22.2.

22.3.

22.4.

During the process of scrutiny, evaluation and comparison of offers, the Bank
may, at its discretion, seek clarifications from all the bidders/any of the bidders
on the offer made by them. The request for such clarifications and the Bidders
response will necessarily be in writing and it should be submitted within the time
stipulated by the Bank.

The Bank may go through a process of evaluation and normatization of the bids to
the extent possible and feasible, to ensure that shortlisted bidders are more or
less on the same footing by seeking incremental bid submission in part of the
requested clarification by the Bank OR Revised submissians of the entire bid in
the whole.

The Bank can repeat this normalization process at every stage of bid submission
till Bank is satisfied. The shortlisted bidders agree that, they have no reservation
or objection to the normalization process and all the technically shortlisted
bidders will, by responding to this EQI, agree to participate in the normalization
process and extend their co-operation to the Bank during this process.

The shortlisted bidders, by submitting the response to this EQl, agree to the
process and conditions of the normalization process.

23. Modification/Cancellation of EQI

23.1.

The EOI is not an offer by Canara Bank but an invitation to get the response from
the interested bidders for short listing the bidders for Bank’s requirements. No
contractual obligations whatsoever shall arise from the Expression of Interest
process.
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23.2.

23.3.

The Bank reserves the right to cancel EQI process at any time, without thereby
incurring any liabilities to the affected bidder[s]. Reasons for cancellation, as
determined by the Bank in sole discretion include but are not limited to, the
following:

a] Services contemplated are no longer required

b] Change in the scope of work or due to unforeseen circumstances
and/or factors and or/or new developments

¢] The project is not the in the best interest of the Bank

d] Any other reascn

The Bank also reserves the right to modify/cancel/re-tender without assigning
any reasons whatsoever. The bank shall not incur any liability to the affected
bidder(s) on account of such rejection. Bank shall not be obliged to inform the
affected bidder(s) of the grounds for the Bank's rejection.

24, Responsibility for completeness

24.1.

24.2,

24.3.

The Bidder shall be responsible for any discrepancies, errors and omissions in the
bid, or other information submitted by him irrespective of whether these have
been approved, reviewed or otherwise accepted by the Bank or not. The Bidder
shall take all corrective measures arising out of discrepancies, error and
omissions in the bid and other information as mention above within the time
schedule.

Willful misrepresentation of any fact within the Bid will lead to the
disqualification of the Bidder without prejudice to other actions that Bank may
take. All the submission, including any accompanying documents, will become
property of Canara Bank.

The Bank reserves the right to verify the validity of bid information and to reject
any bid where the contents appear to be incorrect, inaccurate or inappropriate at
any time during the process of EOQI or even after the award of contract.

25. Intimation to the selected Bidders

The Bank will prepare the list of Bidders on the basis of evaluation. The short listed
applicants will be notified on the Bank’s website (www.canarabank.com) / Notice
Board. No separate intimation will be sent to individual Bidders.

26, Issuance of RFP

26.1.

26.2.

26.3.

Only shartlisted applicants will be invited to participate in the RFP Process. The
shortlisted applicants will be provided with tender documents through E-mail or
hand delivery. The vendors are required to respond accordingly.

No interim enquiries will be entertained. The decision taken by the Bank shall be
final and no representation or correspondence shall be e;ntertained.

Canara Bank reserves the right to accept / reject any or all expression of interest
received in response to this advertisement without assigning any reasons,
whatsoever.
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26.4, The Bank may issue RFP to the shortlisted bidders as part of EQl. The Bank

reserves the right to issue RFP based on the responses and the requirement of the
Bank.

26.5. The Bank reserves the right to avail services independently on its own without
reference to shortlisted bidders of EOI.

27. Independent External Monitors

The Name and Contact details of the Independent External Monitor{lEM) nominated by
the Bank are as under:

Sri. Dilip Mavinkurve Sri. Hari Santosh Kumar
Email:dilipmav@gmail.com Email:hsantoshkumar50@gmail.com

%

DgS’UTY GENERAL MANAGER
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ANNEXURE-1
CHECKLIST

The bidder shall confirm whether following are submitted in their bid. The bidder shall indicate the
page no. where the details are furnished; otherwise, bid is liable for rejection.

Sl
No

Details

Reference/
Clause Nos

Complied &
Submitted
{(Yes/No)

Page No. at
which details
are enclosed

Covering Letter.

ANNEXURE-2

Bidder’s Profile.

ANNEXURE-4

The documents in support of Eligibility Criteria,
wherever required as mentioned in this EOI.

Clause No.5

List of major clients and the quantum of orders
with approximate value executed to various
organizations including Major PSU Banks and
other financial institutions for the last 3 years.

ANNEXURE-6

Authorization letter format for Bid Opening (to
be carried by the person who is authorized to
attend the Bid opening).

ANNEXURE-5

Copy of Power of Attorney or Authorization
letter from the Company designating the
authorized representative of the company for
signing the bid document should be furnished
along with the bid document.

Clause No.

16.2

Three (3) Years Audited Balance sheet and
financial statements and the certificate from
the Company's Chartered Accountant stating
that the company has Net worth of at least 25
crores in each of the past three years i.e. 2013-
14, 2014-15, 2015-16.

Clause No.5

Compliance Statement

ANNEXURE-9

EMD for Rs.5,00,000/- by Demand Draft
favouring Canara Bank payable at
Bengaluru/Bank Guarantee as per  ANNEXURE-
8 is enclosed.

Clause No.6

10.

A Demand Draft of Rs.5,000/—(Non;Refundable}
favouring Canara Bank payable at Bengaluru
towards Application Fee.

Clause No.6

Note: Failure to produce the necessary proof may render the applicant in-eligible for empanelment.

Date
Name

Designation

Signature with seal
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No.

Annexure-1:. Other Clauses

Vendor
Response
[Yes/No]

Page No.
at which
details are
enclosed

Whether Cost of the Tender document {Demand Draft
payable at Bengaluru) is submitted?

Whether EMD / Bank guarantee in lieu of EMD Submitted? |

Whether the Bid is authenticated by authorized person? |

Copy of Power of Attorney or Authorization letter from
the company authorizing the person to sign the bid
document to be submitted in Conformity to Eligibility
Criteria?

Whether all pages are authenticated with signature and
seal (Full signature to be affixed and not
initials).Erasures / Overwriting / Cutting / Corrections
authenticated Certification / Undertaking is
authenticated?

Whether address of Office on which communication /
order has to be placed is indicated in ANNEXURE-4

Whether ensured that the offer is in sealed envelope and
superscribed as Empanelment of Consultants for
Information Technology Security, The EQI No., Name of
the Bidder and Due date of the EOQI is specified on the
top of the envelope.

Whether ensured Indexing of all Documents submitted
with page numbers?

Vendors to verify the above checklist and ensure accuracy of the same before submission of the bid.

Date

Signature with seal
Name :
Designation

Checked for accuracy

The Authorization letter as per format ANNEXURE-5 is to be carried in person and
shall not be placed inside any of the bid covers.

Ensure
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ANNEXURE-2

Covering Letter Format

(Covering Letter has to be submitted in company’s letter head)

Offer Reference No:
Date: dd-mm-yyyy

To

The Deputy General Manager,

Canara Bank,

Asset Procurement & Management Group,
DIT, Naveen Complex, 14 M G Road,
Bengaluru - 560 001, Karnataka

Dear Sir,

Sub: Empanelment of Consultants for Information Technology Security.

Ref: EOI 01/2016-17 Dated 29/11/2016

Having examined the EOl document including all Annexure the receipt of which is hereby
duly acknowledged, we, the undersigned, offer to get short listed as Consultant for
Information Technology Security with the said EQI.

If our offer is accepted, we undertake to participate in the RFP process to consult/advise
the Bank in respect of

A} Providing consultation and PMO for Security Operation Centre (SOC).

B) Conducting a thorough Gap Analysis of the existing IT environment.

C) Based on the Gap Analysis guide Bank to prepare Scope and float RFP
for Comprehensive Security Audit and guide the Bank to attend to the
observations, if any.

We enclose a Demand Draft favouring ‘Canara Bank payable at Bengaluru’/Bank Guarantee
as per ANNEXURE-8 for Rs.5,00,000/- as Non-interest Earning refundable deposit/EMD.

We agree to abide by and fulfill all the terms and conditions of the EQI and in default
thereof, to forfeit and pay to you or your successors, or authorized nominees such sums of
money as are stipulated in the cenditions contained in EQI.

We enclose a list of Public Sector/ Private Sector Banks in India (giving their full addresses
of IT Department) to whom we consulted for IT Security,

We accept all the Instructions and Terms and Conditions of the subject EOI.
We hereby declare that the information submitted above is true to the best of our

knowledge. We understand that in case any discrepancy is found in the information
submitted by us, our Bid is liable to be rejected.

Date : Signature with seal:
Place : Name :
Designation
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ANNEXURE-3
Eligibility Criteria Declaration

Sub: Empanelment of Consultants for Information Technology Security.

Ref: EOl 01/2016-17 Dated 29/11/2016

We have carefully gone through the contents of the above referred EOI and furnish the
following information relating to Eligibility Criteria.

(Eligibility Criteria Declaration has to be submitted in Company’s letter head)

sl. Eligibility Criteria Documents to be submitted Bidders

No. along with the EOI Response

1. | The Bidder should be a registered | Copy of the certificate of incorporation
company in India under |Indian | and certificate of commencement of
Companies Act 1956 or LLP and in | business or Registration certificate.
existence for at least three years as | In case of LLP, Partnership Deed to be
on the date of EOQL. submitted.

2. | The Bidder should have national | Experience certificate from PSU Banks
presence with minimum experience | or Assighment letters/order letters,
of 3 years (as on 31/03/2016) as a | client references. The order copies /
technical consultant for advisory | certificates should prove that the
services for Information Technology | consultant has experience of 3 years.
Security/Risk Management in P5U
Bank.

3. | The Bidder should have a The Bidder must produce a
minimum net worth of at least 25 certificate from the Company's
crores in each of the past three Chartered Accountant to this effect.
years i.e., 2013-14, 2014-15 and
2015-16 (Tangible Net worth of | Audited Balance Sheet for last three
the bidder).

4, | The bidder shall have local office The Bidders to furnish their details
in Bengaluru and alse in Mumbai like contact details with postal
with own _personnel / Support address, no. of personnel etc
Centers to liaison  various besides Local Contact Person Name,
activities. Address, Phone No, Mobile No,

Email etc.

5. | The bidders firm or its subsidiaries A self declaration must be
should not be engaged with Bank furnished.
in the business of System
integration of hardware or
software solution providers or
implementation services or
providing facilities management
services.

6. | The bidder should not have been A self declaration to this effect
btacklisted/barred/disqualified by must be furnished.
any regulator/statutory body.

7. | The bidder should have provided Suitable Certificate from the Bank
consultancy services to any Bank to this effect.
in India in implementing Security
Operation Centre(50C)

We confirm that the information furnished above is true and correct. We also note that, if
there are any inconsistencies in the information furnished above, the bid is liable for
rejection.

Date:

Place:

Signature with seal
Name :
Designation
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ANNEXURE-4

Bidder’s Profile

(Bidder’s Profile has to be submitted in company’s letter head)

Sl

No.

Particulars

Details

Name of the Bidder

Constitution

Date of Establishment/ Incorporation

Whether in technical collaboration with
Foreign Company? If so give details

Number of Years in the Business

Number of years of experience in Core
Banking Solution

Address for Correspondence:
Registered Office:

Corporate Office:

Single Point of contact for this EOI and
upcoming RFP

Name:

Designation:

Mobile No.:

Landline No.:

Fax:

Email-ID

(any changes in the above should be
informed in advance to Bank)

Domestic Customer Base (Number of
Clients for Where Consultancy Service
have been provided in India)

Details of Service Net Work
Bengaluru:
Mumbai;

QOur PAN number for Income Tax is

We are registered with the Sales
Tax/Service Tax authorities and our
registration numbers are as follows.

Sales Tax/VAT Registration Number is

Service Tax Registration Number is
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QOur Bank Details
Name and Style of Bank Account

Name of the Bank and Branch address

Account Number

RTGS / NEFT (IFSC) Code

Wherever applicable submit documentary evidence to facilitate verification.

We hereby declare that the information submitted above is true to the best of our
knowledge. We understand that in case any discrepancy is found in the information
submitted by us our Bid is liable to be rejected.

Date : Signature with seal;
Place : Name :
Designation
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ANNEXURE-5

Authorization Letter Format
{Authorization Letter Format has to submitted in Company’s Letter Head)

The Deputy General Manager Date:
Canara Bank,

Asset Procurement & Management Group

DIT Wing

Naveen complex, 14 MG Road

Bengaluru - 560 001

Dear Sir,

Sub: Empanelment of Consultants for Information Technology Security.

Ref: EOI 01/2016-17 Dated 29/11/2016

This has reference to your above EOI for Empanelment of Consultants for Information
Technology Security in your Bank.

Mr. / Miss/Mrs. is hereby authorized to
attend the bid opening of the above EOI DT: on
on behalf of our organization.

The specimen signature is attested below:

Specimen Signature of Representative

Signature of Authorizing Authority

Name & Designation of Authorizing Authority

Place :
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ANNEXURE-6

List of Major Customers of the Bidder in Last 3 Years and References in IT Consulting

Sl. [ Name and complete | Name, Designation, | Nature and : Satisfactory
No. | Postal Address of the | Telephone, Fax, | Description of the | Letter from
Customer Telex Nos., e-mail | business during last | customer to be
' address of the! 3years Enclosed or
contact person Purchase
(customer) Orders to be
enclosed
1 2 3 4 6

(Enclose necessary documentary proof)

Date : Signature with seal:
Place : Name :

Designation
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ANNEXURE-7
Office Details

(Office Details has to be submitted In Company’s Letter Head)

Sl. . Address and E-mail ID of Number of
No. Name of the Office Telephone Na's office Consultant
1. Bengaluru

2. Mumbai

3 Others (specify)
Date : Signature with seal:
Place : Name :

Designation
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ANNEXURE-8

BANK GUARANTEE FORMAT FOR EARNEST MONEY DEPOSIT

To

WHEREAS (Name of Bidder) (hereinafter called "the

Bidder" has submitted its Bid dated (Date} for the execution of

(Name of Contract) {hereinafter cailed "the Bid") in favour of

hereinafter called the "Beneficiary";

KNOW ALL MEN by these presents that we, (name of the issuing Bank), a body

corporate constituted under the having its Head Office at
amongst others a branch/office at {hereinafter

called “the Bank” are bound wunto the Beneficiary for the sum of

Rs (Rupees only) for which

payment well and truly to be made to the said Beneficiary, the Bank binds itself, its
successors and assigns by these presents;

THE CONDITION of this abligation is:

if the bidder withdraws or amends their offer of empanelment before finalization of
empanelment by the Beneficiary.

We undertake to pay to the Beneficiary up to the above amount upon receipt of his first
written demand without the Beneficiary having to substantiate his demand, provided that
in his demand the Beneficiary will note that the amount claimed by him is due to him
owing to the occurrence the above condition.

Notwithstanding anything contained herein

i) Qur liability under this Bank Guarantee shall not exceed Rs.
{Rupees only)

ii) This Bank Guarantee is valid up to and

iii) We are liable to pay the guaranteed amount or any part thereof under this Bank
Guarantee only and only if you serve upon us a written claim or demand on or
before __ (mention period of guarantee as found under
clause (ii) above plus claim period)

Dated day of 2016

SIGNATURE OF THE BANK
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Annexure-9
Compliance Statement

(Compliance Statement has to submitted in Company’s Letter Head)

The Deputy General Manager Date:
Canara Bank,

Asset Procurement & Management Group

DIT Wing

Naveen complex, 14 MG Road

Bengaluru - 560 001

Dear Sir,

Sub: Empanelment of Consultants for Information Technology Security.

Ref: EOI 01/2016-17 Dated 29/11/2016.

We understand that any deviations mentioned elsewhere in the bid will not be considered
and evaluated by the Bank. We also agree that the Bank reserves its right to reject the
bid, if the bid is not submitted in proper format as per subject

SL. No. Description — Complied Yes/No
1 Scope of Empanelment
2 Empanelment procedure
3 Instructions to the Applicants

We hereby declare that the information submitted above is true to the best of our
knowledge. We understand that in case any discrepancy is found in the information
submitted by us our tender is liable to be rejected.

Date Signature with seal
Name :
Designation
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