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How to spot a
Phishing Email?

Red Flags to Alert You to a Potential Phishing Scam

1. Email is sent from
a public domain

which looks very similar to
our canarabank domain
(for e.g., canarabank.org
or canarabank.email)

2. The mail content
Is attractive or
threatening

which tempts the user to

click the link or download
attachments in the mail

3. Look out for
caution box
Any mail originated

outside our Bank has a
caution box attached

4. Unknown Sender

The mail has originated from
unknown senders

ﬂ 5. Hover over links
to display where
URL will lead you

If the real link doesn’t
match what you expect,
assume it is fraudulent
and don’t click

https: //canarabank.com /User_page.aspx?othlink=356
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